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This is the addendum to the CargoBit paper of February 2023 explaining the difference between current
modern day data compression, and the original Psitron M-100 Supercomputer Subspace Conversion back in 1983.
Dell is used because of their guaranteed performance of non pattern sensitive data, and a leader in 2023, so far.
Dell does NOT appear to break ‘A Mathematical Theory of Communication’ By C. E. Shannon - 1948.

Included is a copy of StorageReview (www.storagereview.com) article written in January 30, 2023. Also
included are pages of the paper COURSAYRE Processor Element stored on www.scribd.com that has been
available on the Internet since 2013.

The original approach, long before 56K modems existed was to use the existing 9,600 bps modem, and send
the data in Subspace Conversion mode 6 times faster. Digital Signal Processing (DSP) was used for the interface,
however this was misinterpreted by almost everyone to be the critical component, ignoring the data compression
completely. Subspace Conversion began in 1980 to break ‘A Mathematical Theory of Communication’ By C. E.
Shannon - 1948.

This is a comparison of where I was in 1983, and where the world is in 2023 only, and NOT a practical
application in 2023. However the technology that was practical in 1983 was more than capable of a 6 times
Subspace Conversion achieving lossless data compression for all input data sets, and is not pattern sensitive. This
also proves the security of this Trade Secret.

The 30.72 TB SSD NVME disk drive is used as a practical example. One 30.72TB disk will hold 3 to 4
times the amount of data with Dell in 2023.

One 30.72TB SSD NVME disk drive will hold 6 times the amount of data with the Psitron M-100
Supercomputer Subspace Conversion in 1983.

I have been working independent Research and Development since 1980, and I have made great progress
since 1983 in data storage.
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New Dell PowerMax Transforms Cybersecurity, Data Reduction,
and Intelligent Automation Subscrl

written by Brian Beeler | January 30, 2023 stay up!

Dell FowerMax has baen a constant In the primary storage space for decades. Misslon-critical applications depend on

the securlty and rellabllity of PowerMax. In fact, 95 of the Fortune 100 use PowerMax In thelr businesses, |
Emall,

This past summer, Dell launchad the next generatlon of PowerMax and PowerMax05 10, with over 200 new features,
Including critical new cybersecurlty and advanced automatlon. From the malnframe perspective, pimary updates
Include the Industry's first data reduction guarantee for mainframe and a serles of cybersecurity and reslllency benefits,

The tremendous growth In data retentlon has stralned primary storage systems, Dell PowerMax has addressed this
phenomenon by offering the Industry's first data reductlon for malnframe while advancing data reductlon rates for
open systems storage. PowerMax Is the only solutlon offering a 3:1 data reduction guarantee and an Improved 4:1
guarantee for open systems (hon-malnframe) data.

Another significant PowerMax enhancement focuses on cybersacurlty, and Dell has taken advantage of CloudIQ's
alerting capabliitles to detect attacks and minimize risk and exposure proactively. PowerMax offers up to 65 million
secure snapshots to enable rapld recovery from a cyber attack. The next generatlon of PowerMax also beneflts multl-
cloud deployments by providing secure data mobllity between cloud and on-premises data centers.

https: fwivae storagereview comfreview/new-del-powermax-transforms-cybersecurity-data-reduction-and-intelligent-automation 1720
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Dell

Compression reduces the size of the data.

Deduplication stores data as a single instance.

Pattern detection includes a non-zero allocation function that excludes strings of consecutive zeros stored as partof compressed data.
Compression, dedupe, and pattern matching use hardware assistance to reduce overhead.

Machine Learning identifies the data stored on disk that is accessed repeatedly and keeps it unreduced.

Using a function called compaction, data is stored strategically to minimize wasted space and reduce the need fordefrag functions.
Activity Based Reduction (ABR) reduces processing resources.

2023 — 3:1 data reduction guarantee
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2023 = Improved 4: l guarantee for open systems
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PSITRON M-100 Supercomputer

1983 = 631 Subspace Conversion guarantee
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Quick History

After a successful demonstration of storing 100 million bytes of binary storage onto an
audio cassette tape in 1982-1983, we began fo raise funding for that product. It was determined that
the market for digital data transmission over phone lines called modems, (modulator demodulator)
would be a better application. The digital signal processing of the cassette storage system did
greatly improve the performance over the very electrical noisy, and expensive long distance phone
calls.

Long distance phone calls were very, very expensive, often with very poor acoustic quality,
and a very limited frequency range. The fastest modem available at the time for computer
telecommunications about 1983 was 9,600 bits per second over a leased line. | invented a modem
that would transmit 6 times 9,600 bits per second, or similar to what is now called the 56K modem.
The current 56K modem was developed a full fourteen years or so later using digital signal
processing only, and involves a very different design compared to what I was doing in 1983-1984.
This was possible 14 years later because of the many improvements over the Public Switch
Telephone Network (PSTN) greatly improving the signal to noise ratio. I do not believe that the
current 56K modem would have worked on the 1983 PSTN signal to noise ratio, especially over
long distance.

Because of the very poor analog network signal quality of the PSTN at the time, my digital
signal processing would only improve the bits per second less than [ wanted. A very extensive
digital computer architecture was designed not only for the digital signal processing, it was also
required for the lossless digital compression system. [ did design a supercomputer architecture in
1984 called the —100 for 100 Million 64 bit Floating Point Operations Per second (MFLOPS).
This supercomputer architecture was then used in a reduced optimized physical package forthe 6 X
9600 bits per second modem.

When I designed my first supercomputer archifecture in 1984, the CRAY was in the
neighborhood of about 100 Million Floating Point Operations per second. A few Large Main
Frames were running about 8 Million Instructions per second at the time. The physical dimensions
of the 6 X 9600 bits per second modem were that of a very large microwave oven costing about
$6,000.00 each with a minimum of two units required at two different locations. (Please see the
attached copy)} That was economically practical to large banks at the time because of the very
expense cost of long distance phone calls.

An agreement with the Union Planters Corporation was made on July 4, 1983 to begin
develop the Ultra High Speed Modem (UHSM). A condominium was to be provided just down the
street from the Union Planters Bank, and the very expensive Printed Circuit Board Computer Aided
Design machine located in the condominium, where access by Union Planters Bank was possible.
(Please see attached copy of letter received). The reasons for this agreement failing are well
documented concerning previously agreed to rights concerning the equipment with ownership, and
have nothing to do with the UHSM technology itself in any way, shape, or form, and other breached
previous agreements. (Please see attached copy of letters) We then put together another group of
people to Research & Develop the UHSM.
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Manufacturing in the United States of America was not a foreign concept at that time,
and we proceeded to purchase a required printed circuit board Computer Aided Diesign machine.
The best unit available was Scicards out of New York. The current versions were about
$500,000.00 with $250,000.00 in VAX 11780 hardware requiring a very large room, with about
$250,000.00 in sofiware. We went to a trade show, and the salesman said yes, they just came out
with the ability to work with ECL on their new workstation that reduced cost to about
$150,000.00. We ordered one and waited a few months for the workstation hardware to
materialize. We went to the school at the business location in New York, and received a stack of
manuals from the floor to almost the ceiling. My business partners from Colorado snow country
did not mix well with the 3 piece suits of East Coast New York. After a few days of study by
myself after school in the day and dinner at night, it did not appear that the software could work
with ECL. I started to ask the teacher some difficult questions about working with ECL, and we
were immediately sent to the head office. We were informed that they had called the FBI on us,
because they thought we were secret agents from another country. I explained who I was and
what [ was doing, and they continued to ask me if [ worked for Motorola over and over. I found
out that they could work with ECL symbols and automatically drop load resistors in the
schematic, however there was no intelligence as to transmission line theory whatsoever. I asked
them while looking at their many, many programmers working away, if they could solve this
problem for us. The formal response was that "You do not represent market share.” We ended
being escorted out of the building by the corporate attorney, and with a quick "Mexican stand
off”, received all of our money back from them.

We called Bell Laboratories and asked them what they used when working with ECL, and
we were told that they take this one million dollar machine, and connect it with that two million
dollar machine, adding a couple more million dollar machines in the process.

In my travels, I had come across the Zuken Corporation out of Japan. [ knew that at that time
every printed circuit board coming out of Japan, including SONY consumer electronics was using
Zuken software. We flew out to San Hose, California and spoke with the representative. He
informed me that they did not have the ability to work with ECL at that time, however they were
willing to create solutions for me that would solve our problem of transmission line theory, surface
area calculations, and microwave transitions. (Please see aftached copy of fax sent to Japan)

We purchased the Zuken PCB CAD. (Please see attached copy of invoice})

[ was using Fairchild Emitter Coupled Logic semiconductors that were military allocated at
the time (see attached copy of first order). The received units were delivered to the wrong address
by UPS, boxes were broken open as if they were thrown on the ground arriving on a Wells Cargo
Stage Coach across a rocky desert, and the UPS man assured us that they treat each package as if it
were $100.00 diamond ring. That delivery was something like $86,000.00 dollars scattered to the
wind. We immediately forced the factory to use Federal Express from then onward, with no
problems after that. It was a fortuitous sign of things fo come, unfortunately.
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Binary Digit (Bit) to Decimal

64 Bit binary digit to decimal =

18446744073709551616

640 Bit binary digit to decimal =

456244061762219521864117160570029132489322850724855993057919251789927516720867
738650591281131737139977864230957359440731068870472137543799825266131972221418
8§251994674360264950082874192246603776

4096 Bit binary digit to decimal =

104438888141315250669175271071662438257996424904738378038423348328395390797155
745684882681193499755834089010671443926283798757343818579360726323608785136527
794595697654370999834036159013438371831442807001185594622637631883939771274567
233468434458661749680790870580370407128404874011860911446797778359802900668693
897688178778594690563019026094059957945343282346930302669644305902501597239986
771421554169383555988529148631823791443449673408781187263949647510018904134900
841706167509366833385055103297208826955076998361636941193301521379682583718809
183365675122131849284636812555022599830041234478486259567449219461702380650591
324561082573183538008760862210283427019769820231316901767800667519548507992163
641937028537512478401490715913545998279051339961155179427110683113409058427288
427979155484978295432353451706522326906139490598769300212296339568778287894844
061600741294567491982305057164237715481632138063104590291613692670834285644073
044789997190178146576347322385026725305989979599609079946920177462481771844986
745565925017832907047311943316555080756822184657174637329688491281952031745700
244092661691087414838507841192980452298185733897764810312608590300130241346718
9726673216491511131602920781738033436090243804708340403154190336

11 of NN January 07, 2013 Run-002

February 16, 2023 CarGoBIT (6 of 66)



65,536 Bit binary digit to decimal = (Following 6 Pages)

200352993040684646497907235156025575044782547556975141926501697371089405955631
145308950613088093334810103823434290726318182294938211881266886950636476154702
916504187191635158796634721944293092798208430910485599057015931895963952486337
236720300291696959215610876494888925409080591145703767520850020667156370236612
635974714480711177481588091413574272096719015183628256061809145885269982614142
503012339110827360384376787644904320596037912449090570756031403507616256247603
186379312648470374378295497561377098160461441330869211810248595915238019533103
029216280016056867010565164675056803874152946384224484529253736144253361437372
908830379460127472495841486491593064725201515569392262818069165079638106413227
530726714399815850881129262890113423778270556742108007006528396332215507783121
428855167555407334510721311242739956298271976915005488390522380435704584819795
639315785351001899200002414196370681355984046403947219401606951769015611972698
233789001764151719005113346630689814021938348143542638730653955296969138802415
816185956110064036211979610185953480278716720012260464249238511139340046435162
386756707874525946467090388654774348321789701276445552940909202195958575162297
333357615955239488529757995402847194352991354376370598692891375715374000198639
433246489005254310662966916524341917469138963247656028941519977547770313806478
134230959619096065459130089018888758808473362595606544488850144733570605881709
016210849971452956834406197969056546981363116205357936979140323632849623304642
106613620022017578785185740916205048971178182040018728293994344618622432800983
732376493181478984811945271300744022076568091037620399920349202390662626449190
916798546151577883906039772075927937885224129430101745808686226336928472585140
303961555856433038545068865221311481363840838477826379045960718687672850976347
127198889068047824323039471865052566097815072986114143030581692792497140916105
941718535227588750447759221830115878070197553572224140001954810200566177358978
149953232520858975346354700778669040642901676380816174055040511767009367320280
454933902799249186730653993164072049223847481528061916690093380573212081635070
763435166986962502096902316285935007187419057916124153689751480826190484794657
173660100589247665544584083833479054414481768425532720731558634934760513741977
952519036503219802010876473836868253102518337753390886142618480037400808223810
407646887847164755294532694766170042446106331123802113458869453220011656407632
702307429242605158281107038701834532456763562595143003203743274078087905628366
340696503084422585596703927186946115851379338647569974856867007982396060439347
885086164926030494506174341236582835214480672667684180708375486221140823657980
296120002744132443843240233125740354501935242877643088023285085588608996277445
816468085787511580701474376386797695504999164399828435729041537814343884730348
426190338884149403136613985425763557710533558020662218557706008255128889333222
643628198483861323957067619140963853383237434375883085923372228464428799624560
547693242899843265267737837317328806321075321123868060467470842805116648870908
477029120816110491255559832236624486855665140268464120969498259056551921618810
434122683899628307165486852553691485029953967550395493837185340590009618748947
399288043249637316575380367358671017578399481847179849824694806053208199606618
343401247609663951977802144119975254670408060849934417825628509272652370989865
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153946219300460736450792621297591769829389236701517099209153156781443979124847
570623780460000991829332130688057004659145838720808801688744583555792625846512
476308714856631352893416611749061752667149267217612833084527393646924458289257
138887783905630048248379983969202922221548614590237347822268252163995744080172
714414617955922617508388902007416992623830028228624928418267124340575142418856
999427233160699871298688277182061721445314257494401506613946316919762918150657
974552623619122484806389003366907436598922634956411466550306296596019972063620
260352191777674066877746354937531889958786628212546979710206574723272137291814
466665942187200347450894283091153518927111428710837615922238027660532782335166
155514936937577846667014571797190122711781278045024002638475878833939681796295
069079881712169068692953824852983002347606845411417813911064856023654975422749
723100761513187002405391051091381784372179142252858743209852495787803468370333
781842144401713868812424998441861812927119853331538256732187042153063119774853
521467095533462633661086466733229240987984925669110951614361860154890974024191
350962304361219612816595051866602203071561368473236466086890501426391390651506
390819937885231836505989729912540447944342516677429965981184923315155527288327
402835268844240875281128328998062591267369954624734154333350014723143061275039
030739713525206933817384332295070104906186753943313078479801565513038475815568
523621801041965025559618193498631591323303609646190599023611268119602344184336
333459492763194610171665291382371718239429921627253846177606569454229787707138
319881703696458868981186321097690035573588462446483570629145305275710127887202
796536447972402540544813274839179412882642383517194919720979714593688753719872
913083173803391101612854741537737771595172808411162759718638492422280237344192
546999198367219213128703558530796694271341639103388275431861364349010094319740
904733101447629986172542442335561223743571582593338280498624389249822278071595
176275784710947511903348224141202518268871372819310425347819612844017647953150
505711072297431456991522345164312184865757578652819756484350895838472292353455
946452121583165775147129870822590929265563883665112068194383690411625266871004
456024370420066370900194118555716047204464369693285006004692814050711906926139
399390273553454556747031490388602202463994826050176243196930564066636662609020
704888743889890749815286544438186291738290105182086993638266186830391527326458
1286782806060133750009659336462514609172318031293034787742123467911845479131110
989779464821692250562939995679348380169915743970053754213448587458685604728675
106542334189383909911058646559511364606105515683854121745980180713316361257307
961116834386376766730735458349478978831633012924080083635682593915711313097803
051644171668251834657367593419808495894794098329250008638977856349469321247342
610306271374507728615692259662857385790553324064184901845132828463270926975383
086730840914224765947443997334813081098639941737978965701068702673416196719659
159958853783482298827012560584236558953969030647496558414798131099715754204325
639577607048510088157829140825077773855979012912940730946278594450585941227319
481275322515232480150346651904822896140664689030510251091623777044848623022948
8960671138055560795662073244937337402783676730020301161522700892184351565212137
921574820685935692079021450227713309998772945959695281704458218195608096581170
279806266989120506156074232568684227130629500986442185347081040712891764690655
083612991669477802382250278966784348919940965736170458678624255400694251669397
929262471452494540885842272615375526007190433632919637577750217600519580069384
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763578958687848953687212289855780682651819270363209948015587445557517531273647
142129553649408438558661520801211507907506855334448925869328385965301327204697
069457154695935365857178889486233329246520273585318853337094845540333656535698
817258252891805663548836374379334841184558016833182767683464629199560551347003
914787680864032262961664156066750815371064672310846196424753749055374480531822
600271021640098058449752602303564003808347205314994117296573678506642140084269
049710324191918212121320693976914392336837470922826773870813223668008692470349
158684099115309831541206356612318750430546753698323082796645741762080659317726
568584168183796610614496343254411170694170022265781735835125982108076910196105
222926387974504901925431190062056190657745241619191318753398404934397682331029
846589331837301580959252282920682086223033258528011926649631444131644277300323
779227471233069641714994553226103547514563129066885434542686978844774298177749
3710117614651624183616680254815296335308490849943006763654806102940094693 75060
984558855804397048591444958444507997849704558355068540874516331646411808312307
970438984919050658758642581073842242059119194167418249045270028826398305795005
734171148703118714283418449915345670291528010448514517605530697144176136858238
410278765932466268997841831962031226242117739147720800488357833356920453393595
325456489702855858973550575123512953654050284208102278524877660357424636667314
868027948605244578267362623085297826505711462484659591421027812278894144816399
497388188462276824485162205181707672216986326570165431691974265123004175732990
447353767253684579275436541282655358185804684006936771860502007054724754840080
553042495185449526724726134731817474218007857469346544713603697588411802940803
961674694628854067917213860122541950381970453841726800639882065632879283958270
8§51091995883944829777564715202613287108952616341770715164289948795356485455355
314875497813400996485449863582484769059003311696130376612792346432312970662841
130742704620203201336835038542536031363676357521260470742531120923340283748294
945310472741896928727557202761527226828337674139342565265328306846999759709775
000556088993268502504921288406827413988163154045649035077587168007405568572402
175868543905322813377070741583075626962831695568742406052772648585305061135638
485196591896864959633556821697543762143077866593473045016482243296489127070989
807667662567151726906205881554966638257382927418208227896068448822298339481667
098403902428351430681376725346012600726926296946867275079434619043999661897961
192875051944235640264430327173734159128149605616835398818856948404534231142461
355992527233006488162746672352375123431189344211888508507935816384899448754475
633168921386967557430273795378526254232902488104718193903722066689470220425883
089584093999845356094886994683385257967516188215941098162491874181336472696512
398067756194791255795744647142786862405375057610420426714936608498023827468057
598259133100691994190465190653117190892607794911921794640735512963386452303567
334558803331319708036545718479155043265489955970586288828686660661802188224860
214499997312216413817065348017551043840662441282280361664890425737764095632648
282525840766904560843949032529052633753231650908768133661424239830953080654966
187938194912003391948949406513239881664208008839555494223709673484007264270570
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Union Planters Corporation

O

July 6, 1983

Mr. James L. McDaniel

1-C Buck Hill-Deerfield Plantation

Myrtle Beach, South Carolina 29577

Dear Mr. McDaniel:

Enclosed is a check for $2,000 which represents an advance
to you relative to the project to develop an improved

communications device. Rick Ireland will be in touch

with you to set up the Hewlett-Packard demonstrations.

I look forward to seeing you in Memphis within the next

two weeks.
Sincerely, <:/:>»;
12 /
| |
WY¥lYiam M. Matthews, Jr.
Chairman of the igﬁ&d
iz
WMMjr:nq
Enclosure

P. O.BOX 387/ MEMPHIS, TENNESSEE 38147
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LAW OFFICES
Morroy & Jonnson, P. C.

ROBERT T. MOLLOY 307 MAPLE AVENUE WEST (SUITE E) COUNSEL
RICHARD M. JOHNSON

AR e e VIENNA, VIRGINIA 22180 ROBERT E. SIMPSON
JAMES L. BORING _

W. THOMAS PARROTT, TIT 703 281-2823

BENJAMIN R. DUNCAN

July 14, 1983

Mr. William Matthews, Chairman
Union Planters National Bank
P. O.Box 387

Memphis, Tennessee 38147

Re: Letter of Intent - Jimmy McDaniel

Dear Mr. Matthews:

This is the letter of intent about which we spoke by phone.
I have spoken with Jim and Jimmy McDaniel about the specifics of
what we discussed, and they have approved this letter.

A corporation would be formed, with Jimmy McDaniel owning
fifty percent of the stock, and you owning the other fifty.
Capitalization would be minimal. Jimmy would be employed by the
corporation to work on a project for development of the
modem/high speed data concentrator, which we have referred to as
the first level. The corporation would obtain the proprietary
rights in the product developed. You would provide a condominium
in which Jimmy would live and work, with the thought that the
space would be sufficient for this project. We have estimated
2000 square feet would be appropriate initially.

You would provide funds in an amount which is reasonable for
the proper and efficient development of this project in the form
of loans to the corporation. These funds will be used to pay for
operating expenses, as well as necessary equipment and supplies.
Although we did not discuss this pcint, since you would have an
equity position, we would think that these loans should be
without interest. Because of the debt-equity rules, you may face
dividend treatment at the repayment of these loans out of the
corporation's earnings and profits, but my initial reaction is
that this remains the most practical way to capitalize the
corporation and fund its operations, given the situations of the
parties. If your tax counsel has another approach, we would be
glad to discuss it.

Jimmy would be provided loans advanced by you against future
earnings in the amount of $2,000 per month for living expenses.
This would be repaid on a reasonable schedule out of his salary
when the corporation is in a position to provide him a salary out
of earnings. I would think that the only reasonable approach to
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Mr. William Matthews

// Page Two -
’/' July 14, 1983

this, given Jimmy's present financial situation, is to make such
advances non-refundable in the unlikely event that future
earnings should be insufficient to allow a pay back.

Jimmy would also be provided a Volkswagen GT1 Rabbit
automobile for his use during his employment by the corporation.

Production and marketing of products developed out of this
project would be accomplished through the corporation, whether
directly or by contracting out or other appropriate agreements
with third parties.

The two other projects, or levels, are the development of a
high-speed computer and the development of a data compression
system to enhance memory capacity. The corporation would have a
right of first refusal for participation in those projects in
return for providing reasonable funding for development of those
projects and reasonable compensation to Jimmy McDaniel for
assigning his rights in those projects to the corporation.

Since I talked with you, and as this matter has gotten
closer to fruition, the McDaniels have realized that it would be
financially difficult for them to fund a move of their household
to Memphis. While this is a new matter, I would think it not
outside the spirit of this agreement for them to be provided the
funds for this. We do not have figures yet, but can get a quote
from a moving company to confirm the amount needed. If you wish
to speak with the McDaniels directly about this, please do so.

I think this covers the major points involved. This, of
course, is a letter of intent only, and is subject to the
negotiation and preparation of written agreements setting forth
more fully and finally the particulars of this transaction.

It was nice to talk with you by phone. Best wishes.

Sincerely,

W. Thomas Parrott, III

cc: Jimmy McDaniel
Jim McDaniel ./
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LAW OFFICES
Morroy & Jorxson, P. C.

ROBERT T. MOLLOY 307 MAPLE AVENUE WEST (SUITE E) COUNSEL
RICHARD M. JOHNSON it

GARY D. STANFIELD VIENNA, VIRGINIA 22180 ROBERT E. SIMPSON
JAMES L. BORING el

W. THOMAS PARROTT, IIT 708 e cana

BENJAMIN R. DUNCAN

August 31, 1983

Mr. William Matthews, Chairman
Union Planters National Bank
P. 0. Box 387

Memphis, Tennessee 38147

Re McDaniel

Dear Mr. Matthews:

This will confirm my phone conversation of August 26 with
Mr. Ireland. In that conversation he stated your present
position as follows:

1. Jimmy would have a 30% equity position in the product
developed. Mr. Ireland indicated that this may be negotiable.

2. You would pay for Jimmy's move to Memphis, but would not
pay for the move of the remainder of the family to Memphis.

3. The Bank would want to have use of the modem for a
period of six months before placing it on the market for other
users. However, at the time the Bank begins using the product,
it will pay a fair market price for the product, with benefits
accruing to Jimmy.

4. Jimmy would not be provided a car initially, but would
be provided a car out of the earnings of the corporation, at such
time as there are earnings.

5. Jimmy would have the use of the condominium we have
discussed previously.

6. Jimmy would be given a salary of $1,000 per month in
addition to the use of the condominium, in lieu of the former
proposal for him to have $2,000 per month against future
earnings.

7. Jimmy would initially become an employee of Propsoft and
would be loaned by Propsoft to the corporation to work on the
project.

I have discussed this new proposal in detail with the
McDaniels. They feel that an agreement was reached in Myrtle
Beach, and it was substantially in accordance with the terms of
my letter to you of July 14. They feel that they dealt with you
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" Mr. William Matthews
August 31, 1983
Page Two

in good faith, and that their good faith to you was very clear as
far as they were concerned at all times. As you realize, the new
proposal is substantially at variance with the prior agreement
reached in Myrtle Beach.

In response to your new proposal, the McDaniels will accept
your provision for moving only Jimmy to Memphis. Otherwise, they
will not accept material terms of the agreement that are
different from the agreement as outlined in my letter of July 14.
Based on what I have come to understand about this project, I am
sure that the McDaniels will be able to find an agreement with
another investor or institution in line with the agreement they
previously reached with you.

Sincerely,

W. Thomas Parrott, III

cc: Mr. James McDaniel
Mr. James L. McDaniely/
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ULTRA HIGH SPEED MODEM FEATURES

I. Six times faster than current high speed 9,600 bit
per second modems.

2, Two wire half duplex. Four wire full duplex.
3. Designed for unconditioned voice grade lines.
4. Built in data compression and data cipher.

5. Digital signal processing.

6. Digital signal reconstruction.

7. Greater than 30 million instruction per second
arithmetic processor.

8. Large scale integrated circuits and large scale
programmable logic array utilization.

9. Look down emulation of any modem designed for
voice grade lines.

I0. Multipurpose front-end programmable interface units.
IT. Designed with Computer Aided Design machine.

I2. Multiplexed in any format defined by end user
up to 256 divisions.

(PAGE 1)
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15 The ultra high speed in this modem is only possible because of the
radical departure from traditional methods, that do not apply to the
combination of unique concepts utilized in this modem design.

If traditional accepted methods were utilized in this modem design,
the modem would only be slightly faster than 9,600 bits per second, less
expensive, and very much less desirable.

This modem is the result of three years independent research into
random data compression, super high speed computers, and low cost high
density digital recording for tape drives. The answers supplied from the
research have been combined to form a new code structure for use in
transmission and storage of raw binary data. The modem market has been
chosen for implementation of the new code structure because the
performance increase is incredibly dramatic, compared to any
transmission rate available for normal voice grade lines. Although the
increase of data storage on a standard audio cassette tape is dramatic,
there are other means of mass data storage. There is currently no way to
transmit six times ninety six hundred bits per second on a voice grade
line.

25 The term "two wire" will be used in this paper to describe the two
electrical wires utilized to make one normal voice grade line. The term
"four wire" will be used to describe the four electrical wires used to
make two normal voice grade lines. Half duplex describes transmission in
two directions, but only one way at a time. Full duplex describes
transmission in both directions simultaneously.

The modem appears to the end user as two seperate devices contained
in one physical structure. This means one full duplex configuration is
possible and two half duplex configurations are possible. A dual half
duplex unit will transmit twelve times faster than ninety six hundred
bit per second modems. All combinations are end user defined.

3 This modem is designed for use on normal unconditioned voice grade
lines. The advantages are low cost, easy availability, universal
compatability, and portability, because no special conditioning is
required. The complexity of this project is necessary to offset the
limitations contained in a normal voice grade line. The complexity is
the major reason this project has never been approached before.

4, The data compression is a fundamental part of the new code
structure. This compression system is pattern sensitive, however the six
times ninety six hundred bit per second data rate, is a worst case
figure. Therefore the compression system is not pattern sensitive to
random data at the modems full rated speed.

The data cipher is a fundamental part of the new code structure and
becomes beneficial to the end user in the form of security. This cipher
can be influenced by the end user to provide selective compatability.

(PAGE 2)
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5% The majority of all present day modem circuits utilize analog
signal processing, which is a simple way of doing simple things. Analog
signal processing has been the only practical possibility of designing a
modem circuit. This fact has been eliminated with the introduction of
high speed, low cost, digital computers.

Digital signal processing provides a relative simple way of doing
difficult analysis. The flexibility of analog processing is extremely
limited, and there is a large performance and cost trade-off involved.
Flexibility of digital signal processing is only limited to the speed cf
the computer used. Also one digital signal processing circuit can
replace many analog processing circuits.

This flexibility will allow the modem to compensate for the many
problems involved in transmitting digital data over a normal voice grade
line. Although digital signal processing is essential to high speed
communications, it is not a current state of the art process. The
history of known digital signal processing began with I7th and I8th
century mathematics.

6. Digital signal reconstruction is included to provide more
reliability. The modem transmission structure is programmed to transmit
blocks of bits. If the checking algorithm determines that an error has
occured inside of a block of bits, digital signal reconstruction is
engaged. Error correction that is used in digital memory systems is not
practical in high speed modems, because if an error is detected, it will
be because of signal distortion or complete signal destruction. The bad
signal will not typically transmit the original bit structure close
enough to do corrections. The only possible thing a typical high speed
traditional modem can do is order a retransmission of the bad block.
This is very time consuming and a complete negative effort.

This modem not only stores the bits transmitted inside of a block,
but it also stores the complete transmitted block signal. Therefore when
an error is detected, the modem will continue to process the continuous
transmission, and not have to stop and order a retransmission. The
computer is fast enough to go back to the bad block signal and attempt
reconstruction., Digital signal reconstruction is a mathematic process
that counter acts normal line disturbances. If the signal was totally
destroyed, such as a direct lightning strike on the lines,
retransmission of that individual bad block will be ordered. Up to ten
bad block signals can be stored and operated on before a disruption in
service is necessary. This is all practical because the computer is
millions of times faster than a normal voice grade line.

(PAGE 3)
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s The high speed of this computer is necessary to deal with the many
simultaneous events occuring during normal operations. The majority of
calculations will be processing the mathematics that are necessary to
achieve the ultra high speed of this modem. This is why an arithmetic
processor is a better choice than a general purpose central processor
design.

The speed and power of the computer in this project is much greater
than many general purpose computers costing more than three hundred
thousand dollars. The low cost of this projects computer is possible
because it is dedicated to this modem, and not for general purpose use.

8. The complexity of this project is minimized with large scale
integrated circuits and large scale programmable logic arrays. Many
major functions can be achieved with the combination of a few large
scale integrated circuits. Where it is economical, a large printed
circuit board full of integrated circuits can be reduced to one large
scale programmable logic array. This is a major consideration because
the physical size of this modem is close to the size of a typical
microwave food processor.

9% Because the speed, power, and flexibility of the arithmetic
processor in this modem is so great, the end user has the option of
simulating any modem designed for normal voice grade lines. This is
desirable because no current traditional modem has this capability, and
the end user does not have to buy ten different modems to be compatable
with ten different modems.

I0. The multipurpose front-end programmable interface units are
external devices that allow our modem to enhance and adapt to many
different environments. Some units will be simple computer interface
devices, and other units will be complicated time shared division
distribution and simulation structures. These will appear as future
options that enhance the basic modem unit.

IT. The realization of this project is completely impractical without
the centralized, top down use of a Computer Aided Design machine. The
hundreds of thousands of electrical interconnections. This means that
with a manual design, a minor change means a major disaster. With a
Computer Aided Design machine, all interactions are handled
automatically and the major disaster becomes a minor change. The
Computer Aided Design machine will reduce the design cycle by years.

25 The computer in this modem can divide the bit structure up to 256
divisions. This will allow computer sites with one hundred and ninety
two remote keypunch terminals to transmit at three hundred bits per
second each, full duplex over two normal voice grade lines. Any division
rate is possible up to six times 9,600 bits per second.

(PAGE 4)
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I2. With the proper interface option, terminals, digital voice
processors and data links can be connected directly to this modem and a
large computer will not be necessary to handle the multiplexing.

One possibility is to use digitized voice units such as the VADIC
5, TSP-1I00, or ICS TELEMUX and our modem in a full duplex structure to
achieve twenty four individual conversations over two normal voice grade
lines. The possibility of this option is only limited to the end users

desire.

(PAGE 5)
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SCIENTIFIC CALCULATIONS, INC.

February 16, 2023

November 29, 1983

Mr. Jim McDaniels
Psitron Corporation
Unit 1C Buck Hill
Deerfield Plantation
Myrtle Beach, SC 29577

Dear Mr. McDaniels:

On behalf of Scientific Calculations, Inc., I want to
thank you for the recent Design Station order from Psitron
Corporation.

May I assure you of our continued support and cooperation.
We look forward to a long and mutually profitable partner-

ship between our two companies.

Sincerely,

Neilk\cﬁ:}:g:‘on \C ' Mmﬁ

Sales Representative

NC/jjm

CarGoBIT

7635 MAIN STREET, FISHERS, NEW YORK 14453 (716) 9249303 TWX 510-254-8546 TELEX 97-8316
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March 15, 1984

Mr. Jim McDaniels

Psitron Corporation

Deerfield Plantation

PL 0. Box 2084

Myrtle Beach, South Carolina: 29577

Res Cancellation of Design Station Order
Dear Mr. McDaniels:

In light of our discussion on March 14, 1984, in
which it was determined that the Design Station SCDS/1
and SCICARDS® and SCHEMACTIVE® Programs were not
compatible with the high speed ECL Logic which your
application requires, we have decided to cancel SC
License Quotation 175-DSL and SC Equipment Quotation
176-DSE, both dated October 25, 1983.

Upon receipt by SC of a copy of this letter signed
by an officer of Psitron, SC shall (i) release Psitron
from its obligation to pay cancellation charges
pursuant to Section 9 of SC's Standard Terms and
Conditions of Sale; (ii) terminate the SC Standard
Domestic Software License Agreement--REV. 1.1 DS, dated
December 29, 1983; (iii) terminate the SC Maintenance
Agreement for Design Stations, accepted by SC on
February 8, 1984; and (iv) terminate the Operating
System License Agreement dated February 8, 1984.

Please indicate your acceptance of such cancellations
and terminations by signing and returning the enclosed
copy of this letter in the enclosed self-addressed
envelope. In addition, please sign and return the
enclosed Licensee Statement of Return as required by
Section 13.2 (d) of the SC Standard Software License
Agreement.

Please be advised that Psitron's obligations of
confidentiality as set forth in the Standard Software
License Agreement and the Operating System License
Agreement shall survive the termination of such
Agreements.

SCIENTIFIC CALCULATIONS, INC. 7635 MAIN STREET, FISHERS, NEW YORK 14453 (716) 924-9303 TWX 510-254-8546 TELEX 97-8316

February 16, 2023 CarRGOBIT (26 of 66)



Thank you very much for your cooperation in this
matter.

Very truly yours,
SCIENTIFIC CALCULATIONS, INC.

/77;/ %/ K h/

Mark W. Leunig
Assistant General Counstl

ACCEPTED THIS IS DAY
OF MARCH, 1984.

B i S 0 B
s ol

riTLE: . 6.0
MWL /bt
cc: J. Montieth Estes, Executive Vice President
David M. Jacobstein, Vice President-Finance and General
Counsel

Neil Clayton, Regional Sales Manager
Steve Testa, Design Station Director of Sales
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LICENSEE
STATEMENT OF RETURN

On behalf of f5tiTReN. .G grlforatfion

(the "Campany"), |, Oovssese 2 200 P il P
affirm that the Company has returned to SC Management control all SC Software source
or object code whether contained on or within magnetic tape, cards, disk packs, and/or
listings, together with all SC Software documentation and other SC Proprietary
Information. There are no outstanding copies of SC Software source or object code or
.other SC Proprietary Information in the Company's possession, except a follows:

>
\
>
3,
N Ty b
- /f 2 ;T /}/;s Ll
Signed
£ /9
Lk
Title
3L E5 /84
Date

Signed for Scientific Calculatiors, Inc.

Title

Date

February 16, 2023 CarGoOBIT
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e separate displays for graphics
and control functions

e enhanced color raster graphics

e convenient ergonometric design

e SCICARDS™ system’s ease of
operation

...all in all, it’s
the PCB designer’s
dream machine.
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Q) (D - Auto-Plus design - Expandable turnkey computer
o

E slashes time and costs, system supports one or a number of
= o> speeds turnaround, cuts  PCB designers
0 product lead time - Aids standardization of PCB
C 3 - Speeds handling of design and production
O) b, engineering changes and - Provides easy-to-use man/
"~ redesigns machine interface via interactive
Q - Generates accurate fabri-  graphic display and designer-
cation artwork, N/C tapes oriented macro commands
Q and documentation - Affords archival storage of
QJ - Easily handles large digital, comprehensive, accurate design

analog or mixed designs, dense  data in machine-retrievable form
multilayer boards

@)
- Gives designer unmatched i
E interactive control of powerful :’ &
automatic functions p——— pp—
+ Full-color graphic display speeds ~— =2 c/ =_’7TI" /(= et
design, aids accuracy and efficiency CRLCULRATIONS
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ZUKEN SYSTEM-2000

SYSTEM 2000 is the most comprehensive printed
circuit board and hybrid integrated circuit design
system in the world today. The 2000 provides a
complete software environment for schematic capture,
digital design, analog design, mixed digital and
analog design, hybrid design, automatic routing,
automatic placement, automatic insertion, numerically
controlled drill machines, and automatic test 7 : s ;
machines. SYSTEM 2000 is based around a Hewlett - = \ ) g =
Packard A900 central processing unit with high- / e . i
resolution color and monochrome displays, digitizer ; j
tables and tablets, and the complete spectrum of
hard-copy and plot output devices.

Welcome to Zuken'’s world.

PR —
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ZUKEN was founded in 1976 by five engineers from
Mutoh, the largest drafting equipment vendor in
Japan. This strong background in output and
manufacturing technology directed them to create the
SYSTEM 2000 exclusively for printed circuit board
and hybrid integrated circuit design. By avoiding the
limitations of traditional vector based CAD systems
Zuken engineers based the 2000 on true curve data.
This unique approach allowed users to enter designs
exactly as the photo-plotter would draw them, with
true curves, tear drop shapes, necked-up and
necked-down traces. In addition to the fully
functional artwork system Zuken maintained
complete electrical connectivity capability, parts

: location and placement information, and complete
ZUKEN AMERICA table driven interface capability to virtually any NC
machine, ATE machine or AW (artwork generation)
machine. Today we offer the most comprehensive
computer aided manufacturing and computer aided
design system in the world.

ln |

M)
O

E‘\}‘w (R
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*', AMERICA INCORPORATED w =l
# %> 2010 North First Street ~ Suite 205 282 N oA

San Jose, California 95131
(408) 947-2070

PSITRON CORPORATION
801 Main Street
Conway, South Carolina 29526

ATTN: Mr. James L. McDaniel
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SYSTEM QUOTATION

PSITRON April 9,
QUANTITY MODEL # DESCRIPTION LIST PRICE
1 2199D A900 SYSTEM $33,400
1 -006 CABLE TO SYSTEM CONSOLE
1 -014 DELETE STD MEMORY -6,100
1 -061 1600BPI MEDIA
i 12220C 3MB ECC MEMORY 16,000
1 122220 MEMORY CONNECTOR 160
1 T914ST DISC/TAPE 26,495
CONSISTING OF:
1=-T914R pisc
1"797uA mae ','/3(”
1 -800 ADD 800 BPI OPTION 2,500
1 2621B CRT TERMINAL 1 5&95
1 -100 EXTENDED KEYBOARD 150
1 -050 ADD BUILT-IN 120 CPS 152010
THERMAL PRINTER
1 13242Y 2621B CABLE 5
1 2932A GENERAL PURPOSE PRINTER 2,495
1 92214P PRINTER STAND 275
1 82219G PRINTER CABLE 60
1 120428 PSI CARD 2,030
1 -002 EDGE CONNECTOR -305
2 12005B ASYNCH. I/F CARD 850
2 -003 RS-232 CABLE g50
1 120094 HPIB I/F CARD 1,100
1 -001 4 METER CABLE 59
1 ZA 5010 MONOCHROME WORKSTATION 35,000
CONSISTING OF:
1-TEK 4016-1 GRAPHICS TERM.
1-OPTION OO4 HIGH SPEED
INTERFACE
1-CALCOMP 2000 DIGITIZING
TABLET
1" HIGH SPEED LEVEL SHIFTER
(RECEIVER)
1 ZA 5011 TEK HARD COPY UNIT 4,550
1 €CP 1077 CALCOMP 1077 FLOTTER 24,500
HARDWARE SUBTOTAL $145,775

(41 of 66)
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ZUKEN SOFTWARE

February 16, 2023

22000
22010
22020
22030
22100
22200
22500

BASIC PACKAGE

ANALOG PACKAGE

DIGITAL AUTOROUTE/AUTOPLACE
SCHEMATIC CREATION

CAM DATA GENERATOR

PAINTING FUNCTION

DESIGN RULE CHECKING

SOFTWARE SUBTOTAL

TOTAL SYSTEM PRICE

CarGoBIT

$ 55,000
25,000
47,500
18,500

8,500
4,500
12,500
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ZUKEN INTERNATIONAL SOFTWARE AGREEMENT

Agreement No. ZA1003.0

Purchase Order No. Ltr 5/10/84
Date October 29, 1984

Page | of 4

ZUKEN AMERICA INC.
2010 North First Street
San Jose, CA 95131

This agreement is between "LICENSOR", ZUKEN AMERICA INC. and "LICENSEE",

PSITRON CORPORATION

801 Main Street, Conway, South Carolina, 29526

The Licensee agrees to acquire the right to use the ZUKEN SYSTEM 2000 CAD/CAM
system software in accordance with the following terms. This proprietary software system
is the property of Zuken Inc., 3-1-1, Shinyokohama, Kihoku-ky, Yokohama 222, JAPAN.

1. LICENSE TO USE LIMITATIONS

A. - Licensee is hereby granted the right to use the software products listed in
Table I on one computer system identified in Table I. No title to or ownership
of the software or any of its parts is transmitted to the Licensee.

B.  Licensee shall return these software products to ZUKEN AMERICA INC. within
thirty (30) days after termination of this agreement or upon default by the
licensee without the prior written consent of ZUKEN AMERICA INC.

C. The Licensee's right to use shall at all times be subject to the use restrictions
and copyright restrictions described in this agreement. Any subsequent software
upgrades or releases shall be included in this agreement, as addendum to Table

.

2, DUPLICATION RESTRICTIONS AND COPYRIGHT

A. The software prbduc’ts listed in Table I may not be copied by Licensee exéept
for archive purposes, to replace a defective copy, or for program error verification.

B. These software products may not be copied into any media; such as magnetlc
tape, paper tape, disc'memory cartridges, Read Only Memories, etc., for any
other purpose. This authorization to duplicate the software products shall
not be constructed to grant the Licensee the right to use the software in any
manner other than that prescribed by ZUKEN AMERICA INC., unless other wise
approved in writing by ZUKEN AMERICA INC.

C. The Licensee agrees to label each copy of the orgmally supplied software with
the following copyright notice:

Copyright ZUKEN AMERICA INC., 198 , Copy by perm1551on of ZUKEN AMERICA
INC.
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2 USE

The Licensee agrees to limit the use of these software products and their derivations
to "ZUKEN CAD/CAM SYSTEM 2000", and refrain from making these software
products available to third parties without prior written approval of ZUKEN AMERICA
INC.

4. LICENSES TO U.S. GOVERNMENT

This paragraph is applicable if the Licensee is the U.S. Government, or an agency,
or other entity of the U.S. Government.

A.  The software products listed in Table I are furnished with RESTRICTED RIGHTS.
Use, duplication or disclosures by the Government is subject to restrictions
as set forth in paragraph (b) (3) (B) of the RIGHTS IN TECHNICAL DATA AND
COMPUTER SOFTWARE clause in DAR-7-104.9(a).

B. The U.S. Government agrees that any software products licensed hereunder
which do not have appropriate RESTRICTED RIGHTS legends applied thereto
shall be deemed to be provided only with RESTRICTED RIGHTS.

3. GOVERNMENT PRIME CONTRACTOR LICENSES

This paragraph is applicable only if the listed software products are being supplied
to the U.S. Government under a prime contract, or to a contractor operating under
a U.S. Government contract. The following additional terms and conditions apply.
Orders that deviate are not acceptable.

A. The purchase order for the software product license must contain the Standard
Department of Defense, "Rights in Technical Data and Computer Software",
Clause DAR 7-104.9(a), or the equivalent clause for other agencies.

B.  The following paragraph must be included in the purchase order:

The above-identified software is furnished hereunder with RESTRICTED RIGHTS.
Use, duplication, or disclosure by the Government is subject to restrictions

as set forth in paragraph (b) (3) (B) RIGHTS IN TECHNICAL DATA

AND COMPUTER SOFTWARE clause in DAR 7-104.9(a).

C. Licensee agrees to notify ZUKEN AMERICA INC. in writing, within ten (10)
days, in the event that the Government challenges ZUKEN AMERICA's Restricted

Rights.

D. Licensee agrees to use its best efforts to ensure that the RESTRICTED RIGHTS
legend for commercial computer products is applied to any software products
received hereunder for government use.

6. TERMINATION
A. This agreement terminates when the Licensee has stopped using these software

products any more, or when the Licensee has breached any provision in this
agreement and has not cured the breach or has not taken actions to cure the

breach within 30 days of receipt of written notice of termination.
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Agreement No. £A1003.0

Purchase Order No. Ltr 5/10/84

Date__ October 29, 1984

TABLE 1

The Hewlett-Packard HP900 or HP700 (Series A) for which the below listed software is to be
licensed is identified as:

System Serial Number:

Mainframe Serial Number:

2409A00164, 2201A00725

Storage Device:

Model No. HP7914ST

Serial No. 2430A05988,2434E00931

List of Software Supplied:

22000 BASIC DESIGN SOFTWARE?FIRMWARE

Z2010 ANALOG DESIGN SUBSYSTEM

72020 DIGITAL AUTOROUTE/AUTOPLACE

22030 SCHEMATIC CREATION

Z2100 CAM DATA GENERATOR

22200 PAINTING FUNCTION

22500 DESIGN RULE CHECKING

Z2510 GRAPHIC CALCULATION FOR PICTURE FILE DATA
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" ZA1003.0
/ Agreement No.

Purchase’Order No, Ltrs 5/ 10/30

Date October 29, 1984

For CUSTOMER: ( l/qi D & .
v‘\\,}&?f\\}\k,\ \ »Q*‘O L)L \ SRR Ol ( OR PO RIAT LexAL )
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16| 1600 F100150DC 5 i85
47| 1600 F100151DC 5| 56
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19| 400 F100156DC 5|23
20| 200 F100158DC 8| 34
| 200 F100160DC 5| 61
fgz 200 4|81 | EA.
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T
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New Dell PowerMax Transforms Cybersecurity, Data Reduction,

and Intelligent Automation Subscrl
written by Brian Beeler | January 30, 2023 stay up!

Dell PowerMax has been a constant In the primary storage space for decades. Misslon-critlcal applicatlons depend on

the securlty and rellabllity of PowerMax. In fact, 95 of the Fortune 100 use PowerMax In thelr businesses, |
Emall,

This past summer, Dell launched the next generatlon of FowerMax and PowerMaxOS5 10, with over 200 new features,
Including critical new cybersecurlty and advanced automatlon. From the malnframe perspective, primary updates
Include the Industry’s first data reductlon guarantee for malnframe and a serles of cybersecurlty and reslllency benefits. e

The tremendous growth In data retentlon has stralned primary storage systems. Dell PowerMax has addressed this
phenomenon by offering the Industry's first data reduction for malnframe while advancing data reduction rates for
open systems storage. PowerMax Is the only solutlon offering a 3:1 data reductlon guarantee and an Improved 4:1
guarantee for open systems (non-malnframe) data.

Another significant PowerMax enhancemeant focuses on cybersecurity, and Dell has taken advantage of CloudIQ's
alerting capabliities to detect attacks and minimize sk and exposure proactively. PowerMax offers up to 65 milllon
secure snapshots to enable rapld recovery from a cyber attack. The next generatlon of PowerMax also benefits multl-
cloud deployments by providing secure data mobllity between ¢loud and on-premises data centers,

https: i Storagereview comfreviawdnew-dell-powermax-transforms-cybersecurity-data-redu ction-and-intelligent-automation 1420
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In addition to these significant software updates, Dell launched two new PowerMax units: PowerMax 2500 and
PowerMax 8500. The new PowerMax systems offer inclusive software to simplify ordering. The 2500 is a powerhouse in
a small footprint and scales to 8PBe of effective capacity (2PB physical). That is 7x more capacity in half the rack space
than previous models. The 8500 delivers 2x faster performance, 50 percent lower response times, and scales to 18PBe
of effective capacity (4.5PB physical). For mainframe, both units support IBM zHyperLink read for applications that
demand the fastest connectivity via synchronous 10,

Dell PowerMax systems

NVMe-based tier 0 platforms

PowerMax PowerMax

2500 8500

Included Software

SnapVX SRM
Compression PDM & ORS - -
Deduplication PowerPath + VE 8PBe Capacity 18PBe Capacity

D@RE iCDM Advanced 64 FC / FICON / 256 FC / FICON /
File Services  and more... NVMe/TCP / iSCSI Ports NVMe/TCP /iSCSI Ports

2 to 4 Nodes 2 to 16 Nodes

Dell PowerMax is unique in that it delivers efficient workload consolidation, consolidating mainframe and mainstream
(open systems) enterprise (heterogeneous environments) and IBM i data types, and file in the same unit. Several
technical elements are required to enable this, but the fact that one physical array can handle multiple data sets is
important.

Consumg
Client
Client
Client
Client
Deskt
HDD
Owing to the fact PowerMaxOS code base can be implemented across different data types, the mainframe use cases Meme
stand to benefit from the overall investment Dell continues to make in PowerMax.
N . . NAS
High-Performance and Increased Capacity in the New PowerMax 2500
and 8500 PCle ¢
https:./iwww.storagereview.com/review/new-dell-powerm ax-transforms-cybersecurity-data-reduction-and-intelligent-automation 2120
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Dell has significantly enhanced the new PowerMax 2500 and 8500 storage arrays. Based on NVMe dynamic fabric n'tal
technology, PowerMax eliminates traditional storage boundaries in performance, scalability, capacity, and security.
Next-generation cloud-based applications and traditional workloads benefit from this new architecture. Works
Enterpris
Acces:
Attact
Cloud
Data
Enterj
HDD
Home
The PowerMax 2500 is a compact, high-performance storage server, storing up to 7x more capacity (8 PBe) in half the Hyper
rack space compared with the previous PowerMax 2000. Along with the high-efficiency design, the 2500 supports data
services for heterogeneous environments, block, file, and virtual environments. In the
The PowerMax 8500 delivers outstanding performance at scale for demanding mixed workloads that require MediL
predictable performance and always-on availability while delivering up to 18 PBe capacity. The performance of the
PowerMax 8500 is 2x faster, with 50 percent lower response times than the PowerMax 8000. Like the PowerMax 2500, Netwe
the 8500 can easily consolidate open systems, mainframe, IBM i, file, and virtualized storage to simplify operations,
significantly reducing TCO and increasing ROI. Powel
The PowerMax 2500 and 8500 are the most energy-efficient enterprise-level storage platforms Dell has ever produced, Server
delivering over 5x the effective capacity per watt consumed (PBe/watt) over the previous PowerMax generation.
The second-generation PowerMax models are more efficient, cramming 14x more capacity per rack unit, delivering 80 Servel
percent power savings per effective terabyte, doubling the performance, and cutting latency by 50 percent. With those
numbers, PowerMax can significantly reduce TCO and increase ROI. Small
Softwi
SSD
Storaj
Thin ¢
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For a complete listing of PowerMax Specifications, download the PowerMax spec sheet.

More Efficient Modular Storage Hardware Platform

The next-generation arrays are built on modular building blocks called “nodes,” similar to the PowerBrick from the
previous-generation PowerMax. Nodes contain the primary compute elements (CPU and memory) of the second-
generation systems. Each second-generation PowerMax system has at least two nodes or a “node pair.” Each node has
dual Intel Xeon Scalable processors, 24 DDR4 DIMM slots, and two 64-lane PCle switches for front-end connections,
among other advanced features.

https //iwww storagereview.com/review/new-dell-powermax-transforms-cybersecurity-data-reduction-and-intelligent-automation 4/20
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Dynamic Media Enclosure

The storage companent for the PowerMax 2500 and 8500 is called the Dynamic Media Enclosure (DME). Each DME has
48 top-loading slots for 2,57 U.2-based NVMe flash drives that are side loaded into the DME slots, The PawerMax 250{)
can scale up to two node pairs and two DMEs, while the PowerMax 8500 can scale up to eight node pairs and up to
eight DMEs.
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e

The DMEs are more than just high-density drive enclosures. The DMEs are “smart” fabric-attached units that include
dual link controller cards (LCCs) for high availability. Each LCC includes NVIDIA's BlueField DPU. The core of the
PowerMax architecture is built around NVMe-oF with NVIDIA Quantum InfiniBand as the transport layer. The BlueField
DPUs are key to making this possible.

Enhanced Scale and Performance with NVIDIA BlueField DPU

NVIDIA DPUs come standard with the new PowerMax 8500 and enhance the system’s overall scale and performance.
Having the compute nodes and DMEs connected on the dynamic NVMe/InfiniBand fabric allows compute and media to
scale independently. This means if an application is compute-intensive, customers can remedy the situation by adding
more compute nodes. If capacity is an issue, add more DMEs and NVMe flash drives.

The dynamic fabric architecture of the PowerMax means that any node on the fabric has access to any data drive in the
system, no matter which DME it is physically located in, This is a significant performance benefit since I/0 from any host
connected to any node in the array can be routed to any drive with efficiency and low latency. The DPU-enhanced
architecture streamlines access, removing extra “hops” through adjacent nodes.

https //iwww storagereview.com/review/new-dell-powermax-transforms-cybersecurity-data-reduction-and-intelligent-automation 6/20
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BlueField DPUs support secure boot, adding to the security of the PowerMax platform. PowerMax is designed for Zero
Trust security architectures, with end-to-end security features in place to safeguard customer data.

For more details, check out Dell's Blog on NVIDIA BlueField DPU Technology.

PowerMax Data Reduction Enhances Data Storage Efficiency

PowerMax storage platform is the first in the industry to offer complete mainframe data reduction, In fact, Dell
guarantees a 3:1 data reduction ratio for mainframe and 4:1 for open systems on the 8500 and 2500,

How does Dell hit these lofty data reduction goals?

A key element {(missing from the mainframe environment until this release} Is the ability to boost overall system

efficiency using data-reduction techniques.

B

By combining Inline compression, inline deduplication {for non-mainframe data), pattern detection, efficient data
placement, and machine learning, the system can write more host data than the overall available physical capacity and
continue delivering the performance expected from an enterprise storage system.

PowerMax looks at two specific resource areas for enhancing data storage efficiency; physical capacity and effective

capacity.

= Physical Capacity is the total amount of physical capacity available after applying RAID protection.

= Effective Capacity is the amount of data the host can write with data reduction enabled. The effective capacity for
the 2500 is 8PBe. The effective capacity for the 8500 is 18PBe,

All these features are great but implementing them independently would fail to deliver the required efficiency or
performance, So, let's look at the individual components of each feature,

= Compression reduces the size of the data.
= Deduplication stores data as a single instance.

= Pattern detection includes a non-zero allocation function that excludes strings of consecutive zeros stored as part

of compressed data.
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= Compression, dedupe, and pattern matching use hardware assistance to reduce overhead.
= Machine Learning identifies the data stored on disk that is accessed repeatedly and keeps it unreduced.

= Using a function called compaction, data is stored strategically to minimize wasted space and reduce the need for
defrag functions.

= Activity Based Reduction (ABR) reduces processing resources.

New Data Reduction and Reporting

15t AFA with
Compression for
User friendly, context aware built-in help Mainframe data
3:1 Guaranteed*

Zero to minimal
Performance impact
Zero for cache reads
Minimal for cache misses

Simplified reporting and
trending
Easily identify reducible
vs non reducible data
Accurately view; plan
allocated and effective capacity

To get a detailed report of how the system is managing resources, PowerMax uses Unisphere for PowerMax.
Information regarding capacity usage, data reduction, and system resources is displayed in the capacity dashboard,
with Unisphere for PowerMax providing multiple ways to display capacity usage.

PowerMax is the First Dell Storage Platform to Use Persistent Memory

The second-generation PowerMax system is the first Dell Technologies storage platform to use Persistent Memory
(PMEM) DIMMs (Dual Inline Memory Modules). PowerMax uses PMEM to store system metadata, improve data vaulting
efficiency, lower TCO, and reduce overall system footprint.

The primary value proposition for using PMEM in the new PowerMax is it enables an overall lower cost of system
ownership because workload density and capacity can be increased using a smaller overall system footprint.

Flexible RAID Reduces Overhead

https //iwww storagereview.com/review/new-dell-powermax-transforms-cybersecurity-data-reduction-and-intelligent-automation 8/20
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Disaggregation of storage and compute has allowed Dell to implement a new RAID distribution scheme called Flexible
RAID Technology. Flexible RAID gives customers more granularity and configuration options, reduced RAID overhead,
and higher availability.

Flexible RAID provides all compute nodes in the system with active-active access to storage resources that are
distributed across all DMEs. The technology reduces RAID overhead, allowing higher system capacity while using fewer
drives. For example, with Flexible RAID, 1 TB can be rebuilt in less than 10 minutes.

The Importance of Cybersecurity for Storage

Cyber security remains a hot topic, given the continued damaging cyber attacks over the past few years. Cyber attacks
are expensive, brutal to prevent, and can ruin the reputation of any organization. Ransomware attacks are on the
increase from all directions. IT administrators are typically held to account when an attack occurs, so they take an
aggressive, proactive position in preventing cyber-attacks.

Everyone needs a vault

Data isolation

Network separation of business-critical = :
data to boost Cyber resiliency ' OBJECT '

Protects against ransomware ¢ Automates failover & recovery

Cyber Recovery (CR) vaults and immutable copies of data provide the mandatory “fail-safe” protection to protect and
preserve an organization’s business strategy. Although the concept of Disaster Recovery (DR) remains a requirement,
both DR and CR must coexist to recover from a cyber attack.

Addressable but immutable (in other words, indestructible) copies of current production data serve as the first line of
defense in the recovery of production data after an attack. Immutable copies are non-addressable, essentially “invisible”
mirror images of production data that have a defined “time to expire” date and time. Dell's immutable copies are
“space-efficient” in terms of the amount of storage capacity required because they are pointer-based.
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A Cyber vault is mostly disconnected and non-addressable {optionally air-gapped} by any network and inaccessible by
even production servers. Think of the cyber vault data as the "plan B" for the Immutable coples of production data. Air-

gapping or decoupling the vault from your network is what makes the vault inaccessible to cyber criminals and is a

means to "double down"” on ensuring the company will have uncorrupted data to restore the business after an attack or

ransom event.

Dell has taken a comprehensive approach to create data preservation and resilience regarding data protection on
PowerMax. Unified controls, features, and functions related to cyber protection have been implemented across the
entire product ling, not simply limited to PowerMax. Dell has defined security controls based on industry standards
referred to as the Dell secure development life cycle {SDL} which includes analysis activities and prescriptive proactive
controls. There is also the Dell Product Security Incident Response Team {PSIRT), a chartered team responsible for
coordinating the response and disclosure of all reported product vulnerabilities,

PowerMax Cyber Security for Heterogeneous Environments

With PowerMax, users benefit from a large number of cyber data protection and resiliency enhancements for storing
both open systems and mainframe data, such as:

= Hardware Root of Trust (HWRoT) cryptographically affirms the integrity of BIOS and BMC firmware. HWRoT is
based on one-time programmable, read-only public keys provisioned by Dell in the factory to protect against
malware tampering.

= Secure Boot represents an Industry-wide standard for security in the preboot environment. Secure boot verifies
the image to be booted is precisely the image expected.

= Snhapshot Policies protect applications automatically and require [ittle or no maintenance. PowerMax supports up
to 1,024 snapshots per device and 65 million snapshots per storage array. Users have the option of creating
secure snaps by setting a retention period on snapshots. A secure snap cannot be terminated during the
retention period. Once the retention time is reached, the snapshot is automatically terminated.

= Data at Rest Encryption (D@RE} provides hardware-based, on-array, backend encryption for PowerMax and VMAX
All Flash systems, Back-end encryption protects information from unauthorized access when drives are removed
from the system.

= CloudIQ combines proactive monitoring, machine learning, and predictive analytics to identify risks and anomalies
in the storage environment. The cybersecurity component of CloudIQ continuously compares the configuration of
the PowerMax array based on a set of customer-selected, security-related evaluation tests. If a deviation is
detected, CloudIQ will notify the customer and provide remediation to correct the issue.

= Unisphere is a web-based application that enables customers to configure, administer, monitor, and troubleshoot
PowerMax.

https:/Avww.storagereview. com/review/new-dell-powermax-transforms-cybersecurity-data-reduction-and-intelligent-automation 10720

February 16, 2023 carGOoOBIT (58 of 66)



2/7/23, 1127 PM New Dell PowerMax Transforms Cybersecurity, Data Reduction, and Intelligent Automation - StorageReview.com

Unisphere 10 for PowerMax @

Simple, automated, and secure administration and management.

Enhanced reporting Multi factor authentication
New dashboard visualizations, Secure MFA admin access controls with
resource telemetry and planning RSA SecurlD two-factor

Increased speed and scale Algorithmic IT operations
Faster Ul performance @ AlOps with built-in AI/ML driven
Greater REST scale correlations, recommendations

New SAN health monitoring Multi-array smart provisioning
Automated fabric awareness, Real-time workload suitability
charting, and synchronization and migration recommendations

Dell also designed some unique mainframe capabilities into the PowerMax for improved cyber resiliency. Although not
the first thing to come to mind when thinking of cybersecurity, mainframes play an important role for customers.
Mainframes are viewed as the System of Record (SOR) for organizations. The platform delivers unmatched high-speed
transaction processing, and mainframes offer Reliability, Availability, and Survivability (RAS).

Additional mainframe capabilities include:

= zDP, Data Protector for z Systems, provides a granular level of protection for mainframe data which can create up
to 1024 point-in-time copies of an entire z/0S environment (tens of thousands of devices across multiple
PowerMax arrays) as frequently as every five minutes. This ensures that a processing error, intentional or due to
human error, or a malicious attack, such as ransomware, does not impact the IT environment. The optional zDP
two-actor security feature, based on z/0S security and enabled by PowerMax, ensures two people are required to
alter the operational setting of the zDP solution.

= Geographically Dispersed Disaster Restart (GDDR) is a mainframe software product that automates storage
failover and business-recovery procedures by reacting to events in the IT environment. Dell recently added a new
component to enhance cyber resiliency called zCPA, Cyber Protection Automation for z Systems to automate the
preservation of data in cyber vault arrays on a periodic basis.

Proactively Monitoring PowerMax with CloudIQ

PowerMax includes Cloud|Q, a cloud-based application that provides a detailed investigation of PowerMax arrays,
including integration with VMware. Customers are provided with an independent, secure portal that allows them to
register their PowerMax arrays and monitor storage from a single console. The secure portal ensures customers are
restricted to those devices in their environment. CloudIQ is a powerful application that leverages machine learning and
also tracks system health through pattern recognition and advanced analytics.
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CloudIQ constantly compares the configuration of the PowerMax system to a set of user-selected, security-related
evaluation tests. Upon identifying a deviation between the actual and desired configuration setting, Cloud|Q proactively
notifies users of the violation and provides remediation steps to correct the issue.

CloudIQ can be set to provide proactive notifications to the user in the event of an infrastructure security risk. The
Security Advisories section of the Cybersecurity feature in CloudIQ notifies users of relevant Dell and VMware Security
Advisories. Users quickly see a summary of vulnerabilities specific to their systems and versions, along with links to
remediation details.

Anomaly Detection with CloudIQ

System Risk Health Real Time Alerting

Cloud

Anomaly Detection leverages CloudIQ telemetry to monitor and analyze data reducibility changes
Admins are alerted if a reducible data reduction is identified due to potential encryption/ransomware
Ransomware attacks that maliciously encode data via asymmetric encryption methods are quickly identified
Health risk reporting and early detection minimizes ransomware exposure and speeds application recovery

D&ALTech

With CloudIG cybersecurity, users can define legal configurations for PowerMax, monitor the system, and receive alerts
if the array is out of compliance. CloudIQ can also track data patterns and detect anomalies, including changes to data
reduction rates, to determine whether ransomware or malware may have infected the system. When suspicious
anomalies are detected, CloudIQ alerts IT management to take corrective action.

Intelligent Automation

PowerMax systems are designed with intelligent automation in mind. They support advanced AlOps, DevOps, and
containers to streamline operations and eliminate redundancy, so IT practitioners can focus on strategic initiatives.
PowerMax brings autonomous storage to life with built-in machine learning that uses predictive analytics and pattern
recognition to maximize performance with no management overhead. Automated storage provisioning for open
systems workloads is accomplished using a simple REST API, saving considerable time and effort. And PowerMaxQS 10
provides the industry’s first software-defined NVMe/TCP utility for storage resource automation, resulting in 44% less
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time to set up NVMe/TCP resources. NVMe/TCP helps lower deployment costs, reduces SAN design complexity, and
allows for building a highly scalable PowerMax storage environment for mission-critical workloads.

Automating storage administration has become increasingly important as infrastructures scale to meet increasing
demands. Automation needs to be well thought through and designed in a way that can scale across organizations,
processes, and hybrid cloud infrastructure. Dell Technologies offers a range of solutions to integrate with automation
tools using the PowerMax REST API that are becoming industry standards.

With PowerMax, customers can use a REST API that provides access to the storage system to build automation scripts
and playbooks using tools such as Ansible. The PowerMax platform is the first storage platform in the industry that can
perform provisioning and other administrative tasks for open-system block, file, and mainframe workloads using a
single unified, comprehensive REST API toolkit.

Multi-Array Workload Optimization

Multi-array workload planner analyzes the storage infrastructure across multiple PowerMax/VMAX arrays and
recommends the best place to host workloads for optimal performance and resource utilization. Built-in data
movement technology provides seamless data mobility across PowerMax and VMAX arrays using array-based
orchestration and replication services to automatically discover, configure, and migrate data online. CloudIQ Health
Check gives administrators faster time to insight; with all the information needed to take quick action and efficiently
manage their storage environment. It enables proactive monitoring and predictive analytics to deliver alerts,
aggregated PowerMax health scores, and provide proactive assistance with actionable insights and recommended
remediation - all from the cloud and from your mobile devices, free of charge.

DevOps Automation and Containers

PowerMax customers can seamlessly consume storage infrastructure as code in a variety of development and
automation environments using powerful APIs, SDKs, plugins for VMware automation tools like vRO and vRA, and
modules for the most popular configuration management tools like Ansible. PowerMax supports a major shift in
software development by being the first major enterprise storage solution to implement the Container Storage
Interface (CSI) driver standard to enable containerized storage workloads to optimize productivity.

Container Storage Modules

Enterprise storage made real for Kubernetes

Extend enterprise storage to Kubernetes
Accelerate adoption of cloud native workloads
with proven enterprise storage

Snapshots Observabiity

Empower developers
Improve productivity by reducing
development lifecycles

MODULES Repiication

Automate storage operations
Integrate enterprise storage with existing
kubernetes toolsets for scalable operations

DAL Technologies

Dell Container Storage Modules (CSM) build on top of the Container Storage Interface (CSI) foundation to deliver
unique, powerful storage and enterprise capabilities. CSM makes enterprise storage real for Kubernetes with simple,
consistent integration and automation for DevOps and IT across storage and cloud-native stateful apps.
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CSM accelerates cloud-native workload adoption with enterprise storage and enables a high-performing and resilient
storage foundation for Kubernetes, CSM delivers a full stack of enterprise capabilities such as replication, authorization,

fallure recovery, and management. The inclusion of these capabllities accelerates deployment testing, which results ina

faster application deployment lifecycle. Get involved on GitHub's CSI Driver for Dell PowerMax for even more detail.

Storage admins take advantage of these benefits for PowerMax, automating storage operations with existing
Kubernetes toolsets for scalable operations and delivering an integrated experience bridging the gap between
Kubernetes admins/developers and traditional IT admins.

Another core automation feature is optimized workload placement. In a storage infrastructure with multiple PowerMax
arrays, the systems send information to Unisphere regarding storage usage and utilization. Whether a user provisions
storage manually through Unisphere or using scripts, they can allow the system to determine which PowerMax storage
array is best suited to support the new workload.

Efficient Workload Consolidation

PowerMax is designed to consolidate mixed workloads while delivering consistently high performance. PowerMax's
scale-up and scale-out architecture are ideal for relational datakases, real-time analytics, demanding transaction
processing workloads, and big data applications that require uncompromising uptime and extremely low latency.

As previously described, the new PowerMax is the only platform in the industry where customers can natively run
mainframe, open systems block, and file workloads on the same system without using gateways or third-party
solutions. The ability to run mainframe workloads natively along with OS block and file is available on the PowerMax
2500 and 8500 and the PowerMax 8000.

The PowerMax 2500 and 8500 also feature a completely redesigned 64-bit, fully embedded NAS file platform for SMB
and NFS workloads. This new file platform can provide four data movers {virtual machines acting as file servers) on the
PowerMax 2500 and elght data movers on the PowerMax 8500. Each data mover can provide up to 512 TB of usable
capacity, which can be carved up into 64 TB file systems.

Mainframe and File Enhancements
Dell also made significant mainframe and file enhancements.
File enhancements include:

= Redesigned 64-bit containerized microservice architecture

= Support for up to four file servers (PowerMax 2500); support for up to eight file servers (PowerMax 8500}
= ActivefActive high-availability architecture scalable across 2-16 nodes

= Single Global Namespace file access scalable across all nodes

= 54 TB SMB and NFS file system support

= Data service Integration for SRDF/S and SRDF/A, TimeFinder Snap, service levels, data reduction, D@RE, and non-
disruptive upgrades

= Single I/0 module for file, iSCSI, and NVMe/TCP

Mainframe enhancements include:

= Mainframe workloads can run on the entry class PowerMax 2500

= The PowerMax 2500 and 8500 are the first storage platform to offer complete mainframe data reduction,
guaranteeing a 3:1 data reduction ratio
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= End-to-end 32Gb FICON support using the same I/0 module as 32Gb Fibre Channel

= Hardware support for 8Gb zHyperlLink reads using a PCle connection to IBM z Systems hosts

Dell PowerMax Tight Integration with VMware

Dell has years of experience working with VMware and support is tightly integrated into many Dell servers, storage
systems, and HCl appliances. PowerMax is no different and provides seamless VMware integration, delivering the
highest scalability for VMware wWols deployments and high availability. With impressive linear scale-out, PowerMax
increases storage capacity and performance while achieving 100 percent uptime.

PowerMax has consistently delivered innovative capabilities to support VMware environments running mission-critical
workloads. Examples include offering PowerMax as a principal storage platform for VMware Cloud Foundation (VCF),
providing customers with high-performance storage for their hybrid cloud deployments. In addition, Dell Technologies
and VMware have partnered to provide integrations for vWols, vRealize Orchestrator, and vRealize Automation to
further extend high-end storage access to mission-critical workloads.

VVMware v\Vols Replication with SRDF

o) a @

Simple Resilient Scalable

Streamline operations with application- Maximize availability for mission-critical Consolidate workloads with up to
centric policy-driven automation applications with proven SRDF replication 64,000 vVols per PowerMax array

SRDF/A

Primary Site Remote Site
DéLTectnologies

PowerMax has been architected to consolidate virtualized workloads, resulting in increased performance. vSphere
deployments benefit from integrated data reduction, automatic data placement, and machine learning that streamline
storage operations. PowerMax is also qualified for deployment in a Virtual Infrastructure domain through VCF.

The latest iteration of PowerMax brings greater simplicity, scalability, and data resiliency for VMware deployments by
integrating PowerMax SRDF/A replication with VMware vSphere wWols and VMware Site Recovery Manager (SRM).
Automating VM movement between sites ensures maximum availability for mission-critical applications. Further, as
customers migrate from a hardware-centric storage approach to an application-centric method for managing storage
with VMware vWols, Dell PowerMax runs virtual volumes at scale (64,000 vols) with the highest levels of resiliency.

PowerMax integration with VMware management makes it easy for VMware administrators to manage storage and
improve efficiency. Critically, with deep VMware support, this means PowerMax has a unique ability to help
organizations consolidate mainframe, block, file, and virtualized data on a single mission-critical storage array.

VMware vRealize Orchestrator (vRO) is a process automation tool that performs automated management and
operational tasks across VMware and third-party applications. With vRO, automated routines are created for workflows
using simple drag-and-drop. Dell offers vRO plug-ins for PowerMax, bringing a deeper range of storage functionality in
the form of programmable blocks that can be dropped into a workflow process map. Specifically, the functionality
includes storage provisioning, scheduled and on-demand snapshots, VMware-integrated storage operations, and more.
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VMware vRealize Automation (vRA) makes PowerMax vRO workflow automation recipes into an anything-as-a-service
catalog for the entire IT ecosystem. Workflows automated in vRO can also be used in the self-serve catalog.

Final Thoughts

The Dell PowerMax storage platform features two new hardware models, the 2500 and 8500. PowerMaxOS5 10 has been
released with over 200 new features and functions, making PowerMax the standout storage platform for mainframes. A
key feature of the new platform is the ability to support provisioning and administrative tasks for open-system block,
file, and mainframe workloads using a single REST API toolkit.

Dell has incorporated a comprehensive set of cyber security features to prevent malicious attacks and secure corporate
data. The addition of HWRoT, Secure Boot, MFA, Secure access controls, and detection and response using CloudIQ
make this new release a storage system fortress. And PowerMaxOS 10 provides the industry's first software-defined
NVMe/TCP utility for storage resource automation, resulting in 44 percent less setup time for NVMe/TCP rescurces.

Mainframes offer large organizations reliable, secure and high-performance storage capable of handling mission-critical
applications. Dell PowerMax not only addresses these needs but adds additional arrows to the quiver by offering
guaranteed 3:1 data reduction, additional security, and data visibility features for mainframe workloads. Support for
heterogenecus environments is unique in this space. Given the extremely deep data services and the ability to handle
literally any enterprise workload in a single cluster, Dell PowerMax clearly has differentiated itself in the mainframe
world as arguably the most versatile solution on the market.

This next-generation PowerMax delivers performance, extreme scalability, low latency, and high availability. Customers
benefit from the ability to modernize without disruption with data-in-place Anytime Upgrade and Dell's Future-proof
program.

Additional resources:

= Dell Paper on PowerMax Data Reduction
= Dell PowerMax website

= Dell Mainframe Solutions website

This report is sponsored by Dell Technologies. All views and opinions expressed in this report are based on our unbiased view
of the product(s) under consideration.
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Reprinted with corrections froffihe Bell System Technical Journal,
Vol. 27, pp. 379-423, 623-656, July, October, 1948.

A Mathematical Theory of Communication

By C. E. SHANNON

INTRODUCTION

HE recent development of various methods of modulation such as PCM and PPM which exchange
bandwidth for signal-to-noise ratio has intensified the interest in a general theory of communication. A
basis for such a theory is contained in the important papers of Nynst Hartley on this subject. In the
present paper we will extend the theory to include a number of new factors, in particular the effect of noise
in the channel, and the savings possible due to the statistical structure of the original message and due to the
nature of the final destination of the information.

The fundamental problem of communication is that of reproducing at one point either exactly or ap-
proximately a message selected at another point. Frequently the messagesaaiey that is they refer
to or are correlated according to some system with certain physical or conceptual entities. These semantic
aspects of communication are irrelevant to the engineering problem. The significant aspect is that the actual
message is ongelected from a sedf possible messages. The system must be designed to operate for each
possible selection, not just the one which will actually be chosen since this is unknown at the time of design.

If the number of messages in the set is finite then this number or any monotonic function of this number
can be regarded as a measure of the information produced when one message is chosen from the set, all
choices being equally likely. As was pointed out by Hartley the most natural choice is the logarithmic
function. Although this definition must be generalized considerably when we consider the influence of the
statistics of the message and when we have a continuous range of messages, we will in all cases use an
essentially logarithmic measure.

The logarithmic measure is more convenient for various reasons:

1. Itis practically more useful. Parameters of engineering importance such as time, bandwidth, number
of relays, etc., tend to vary linearly with the logarithm of the number of possibilities. For example,
adding one relay to a group doubles the number of possible states of the relays. It adds 1 to the base 2
logarithm of this number. Doubling the time roughly squares the number of possible messages, or
doubles the logarithm, etc.

2. ltis nearer to our intuitive feeling as to the proper measure. This is closely related to (1) since we in-
tuitively measures entities by linear comparison with common standards. One feels, for example, that
two punched cards should have twice the capacity of one for information storage, and two identical
channels twice the capacity of one for transmitting information.

3. It is mathematically more suitable. Many of the limiting operations are simple in terms of the loga-
rithm but would require clumsy restatement in terms of the number of possibilities.

The choice of a logarithmic base corresponds to the choice of a unit for measuring information. If the
base 2 is used the resulting units may be called binary digits, or more Hrigflya word suggested by
J. W. Tukey. A device with two stable positions, such as a relay or a flip-flop circuit, can store one bit of
information.N such devices can stokebits, since the total number of possible stated'ia@d log 2N = N.
If the base 10 is used the units may be called decimal digits. Since

log,M = log;oM/l0gy02
=3.32logyM,
INyquist, H., “Certain Factors Affecting Telegraph Spedggll System Technical Journadpril 1924, p. 324; “Certain Topics in

Telegraph Transmission Theor:l.E.E. Trans.y. 47, April 1928, p. 617.
2Hartley, R. V. L., “Transmission of InformationBell System Technical Journal,ly 1928, p. 535.
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Fig. 1—Schematic diagram of a general communication system.

a decimal digit is about—?bits. A digit wheel on a desk computing machine has ten stable positions and
therefore has a storage capacity of one decimal digit. In analytical work where integration and differentiation
are involved the baseis sometimes useful. The resulting units of information will be called natural units.
Change from the baseto baseb merely requires multiplication by lgg.

By a communication system we will mean a system of the type indicated schematically in Fig. 1. It
consists of essentially five parts:

1. Aninformation sourcevhich produces a message or sequence of messages to be communicated to the
receiving terminal. The message may be of various types: (a) A sequence of letters as in a telegraph
of teletype system; (b) A single function of timfgt) as in radio or telephony; (c) A function of
time and other variables as in black and white television — here the message may be thought of as a
function f (x,y,t) of two space coordinates and time, the light intensity at poiny) and timet on a
pickup tube plate; (d) Two or more functions of time, gdY), g(t), h(t) — this is the case in “three-
dimensional” sound transmission or if the system is intended to service several individual channels in
multiplex; (e) Several functions of several variables — in color television the message consists of three
functionsf(x,y,t), g(x,y,t), h(x,y,t) defined in a three-dimensional continuum — we may also think
of these three functions as components of a vector field defined in the region — similarly, several
black and white television sources would produce “messages” consisting of a number of functions
of three variables; (f) Various combinations also occur, for example in television with an associated
audio channel.

2. A transmitterwhich operates on the message in some way to produce a signal suitable for trans-
mission over the channel. In telephony this operation consists merely of changing sound pressure
into a proportional electrical current. In telegraphy we have an encoding operation which produces
a sequence of dots, dashes and spaces on the channel corresponding to the message. In a multiplex
PCM system the different speech functions must be sampled, compressed, quantized and encoded,
and finally interleaved properly to construct the signal. Vocoder systems, television and frequency
modulation are other examples of complex operations applied to the message to obtain the signal.

3. Thechannelis merely the medium used to transmit the signal from transmitter to receiver. It may be
a pair of wires, a coaxial cable, a band of radio frequencies, a beam of light, etc.

4. Thereceiverordinarily performs the inverse operation of that done by the transmitter, reconstructing
the message from the signal.

5. Thedestinatioris the person (or thing) for whom the message is intended.

We wish to consider certain general problems involving communication systems. To do this it is first
necessary to represent the various elements involved as mathematical entities, suitably idealized from their



physical counterparts. We may roughly classify communication systems into three main categories: discrete,
continuous and mixed. By a discrete system we will mean one in which both the message and the signal
are a sequence of discrete symbols. A typical case is telegraphy where the message is a sequence of letters
and the signal a sequence of dots, dashes and spaces. A continuous system is one in which the message and
signal are both treated as continuous functions, e.g., radio or television. A mixed system is one in which
both discrete and continuous variables appear, e.g., PCM transmission of speech.

We first consider the discrete case. This case has applications not only in communication theory, but
also in the theory of computing machines, the design of telephone exchanges and other fields. In addition
the discrete case forms a foundation for the continuous and mixed cases which will be treated in the second
half of the paper.

PART I: DISCRETE NOISELESS SYSTEMS

1. THE DISCRETENOISELESSCHANNEL

Teletype and telegraphy are two simple examples of a discrete channel for transmitting information. Gen-
erally, a discrete channel will mean a system whereby a sequence of choices from a finite set of elementary
symbolsS, ..., S, can be transmitted from one point to another. Each of the synth@sissumed to have

a certain duration in timg seconds (not necessarily the same for diffe@nfor example the dots and
dashes in telegraphy). It is not required that all possible sequences$fitheapable of transmission on

the system; certain sequences only may be allowed. These will be possible signals for the channel. Thus
in telegraphy suppose the symbols are: (1) A dot, consisting of line closure for a unit of time and then line
open for a unit of time; (2) A dash, consisting of three time units of closure and one unit open; (3) A letter
space consisting of, say, three units of line open; (4) A word space of six units of line open. We might place
the restriction on allowable sequences that no spaces follow each other (for if two letter spaces are adjacent,
it is identical with a word space). The question we now consider is how one can measure the capacity of
such a channel to transmit information.

In the teletype case where all symbols are of the same duration, and any sequence of the 32 symbols
is allowed the answer is easy. Each symbol represents five bits of information. If the system transmits
symbols per second it is natural to say that the channel has a capacityii$ per second. This does not
mean that the teletype channel will always be transmitting information at this rate — this is the maximum
possible rate and whether or not the actual rate reaches this maximum depends on the source of information
which feeds the channel, as will appear later.

In the more general case with different lengths of symbols and constraints on the allowed sequences, we
make the following definition:

Definition: The capacitf of a discrete channel is given by
T—oo T
whereN(T) is the number of allowed signals of duratidn

Itis easily seen that in the teletype case this reduces to the previous result. It can be shown that the limit
in question will exist as a finite number in most cases of interest. Suppose all sequences of the symbols
Si,..., S are allowed and these symbols have duratigns.,t,. What is the channel capacity? Nft)
represents the number of sequences of duratiom have

N(t) =Nt —t1) + Nt —t2) +--- + N(t — tn).

The total number is equal to the sum of the numbers of sequences endidin. .., S, and these are
N(t —t1),N(t —t2),...,N(t —ty), respectively. According to a well-known result in finite differendég,)
is then asymptotic for largeto X whereXg is the largest real solution of the characteristic equation:

XUpX 4.y X =1



and therefore
C =logXo.

In case there are restrictions on allowed sequences we may still often obtain a difference equation of this
type and findC from the characteristic equation. In the telegraphy case mentioned above

N(t) = N(t —2) + N(t — 4) + N(t— 5) + N(t — 7) + N(t — 8) + N(t — 10)

as we see by counting sequences of symbols according to the last or next to the last symbol occurring.
HenceC is — log o whereyyg is the positive root of = u? + p* + p® + u” + p8 + 0. Solving this we find
C =0.539.

A very general type of restriction which may be placed on allowed sequences is the following: We
imagine a number of possible statgsay, ..., am. For each state only certain symbols from theJet. ., S,
can be transmitted (different subsets for the different states). When one of these has been transmitted the
state changes to a new state depending both on the old state and the particular symbol transmitted. The
telegraph case is a simple example of this. There are two states depending on whether or not a space was
the last symbol transmitted. If so, then only a dot or a dash can be sent next and the state always changes.
If not, any symbol can be transmitted and the state changes if a space is sent, otherwise it remains the same.
The conditions can be indicated in a linear graph as shown in Fig. 2. The junction points correspond to the

DASH

WORD SPACE

N

Fig. 2—Graphical representation of the constraints on telegraph symbols.

states and the lines indicate the symbols possible in a state and the resulting state. In Appendix 1 it is shown
that if the conditions on allowed sequences can be described in thiXevithexist and can be calculated
in accordance with the following result:

Theorem 1:Let bi(-s) be the duration of thé" symbol which is allowable in stateand leads to statp
Then the channel capaci®/is equal tdogW wheréW is the largest real root of the determinant equation:

_p®
ZW ij —5”‘ =0
5

wheredij = 1if i = j and is zero otherwise.
For example, in the telegraph case (Fig. 2) the determinantis:

-1 (W=24+W4) 0
W=3+W=8) (W24+w4-1)| "

On expansion this leads to the equation given above for this case.

2. THE DISCRETESOURCE OFINFORMATION

We have seen that under very general conditions the logarithm of the number of possible signals in a discrete
channel increases linearly with time. The capacity to transmit information can be specified by giving this
rate of increase, the number of bits per second required to specify the particular signal used.

We now consider the information source. How is an information source to be described mathematically,
and how much information in bits per second is produced in a given source? The main point at issue is the
effect of statistical knowledge about the source in reducing the required capacity of the channel, by the use



of proper encoding of the information. In telegraphy, for example, the messages to be transmitted consist of
sequences of letters. These sequences, however, are not completely random. In general, they form sentences
and have the statistical structure of, say, English. The letter E occurs more frequently than Q, the sequence
TH more frequently than XP, etc. The existence of this structure allows one to make a saving in time (or
channel capacity) by properly encoding the message sequences into signal sequences. This is already done
to a limited extent in telegraphy by using the shortest channel symbol, a dot, for the most common English
letter E; while the infrequent letters, Q, X, Z are represented by longer sequences of dots and dashes. This
idea is carried still further in certain commercial codes where common words and phrases are represented
by four- or five-letter code groups with a considerable saving in average time. The standardized greeting
and anniversary telegrams now in use extend this to the point of encoding a sentence or two into a relatively
short sequence of numbers.

We can think of a discrete source as generating the message, symbol by symbol. It will choose succes-
sive symbols according to certain probabilities depending, in general, on preceding choices as well as the
particular symbols in question. A physical system, or a mathematical model of a system which produces
such a sequence of symbols governed by a set of probabilities, is known as a stochastiCpfdeesay
consider a discrete source, therefore, to be represented by a stochastic process. Conversely, any stochastic
process which produces a discrete sequence of symbols chosen from a finite set may be considered a discrete
source. This will include such cases as:

1. Natural written languages such as English, German, Chinese.

2. Continuous information sources that have been rendered discrete by some quantizing process. For
example, the quantized speech from a PCM transmitter, or a quantized television signal.

3. Mathematical cases where we merely define abstractly a stochastic process which generates a se-
guence of symbols. The following are examples of this last type of source.

(A) Suppose we have five letters A, B, C, D, E which are chosen each with probability .2, successive
choices being independent. This would lead to a sequence of which the following is a typical
example.

BDCBCECCCADCBDDAAECEEA
ABBDAEECACEEBAEECBCEAD.

This was constructed with the use of a table of random nunfbers.

(B) Using the same five letters let the probabilities be .4, .1, .2, .2, .1, respectively, with successive
choices independent. A typical message from this source is then:
AAACDCBDCEAADADACEDA
EADCABEDADDCECAAAAAD.

(C) A more complicated structure is obtained if successive symbols are not chosen independently
but their probabilities depend on preceding letters. In the simplest case of this type a choice
depends only on the preceding letter and not on ones before that. The statistical structure can
then be described by a set of transition probabiliti€$), the probability that letteris followed
by letterj. The indices andj range over all the possible symbols. A second equivalent way of
specifying the structure is to give the “digram” probabiliti#s, j), i.e., the relative frequency of
the digram j. The letter frequencigy(i), (the probability of letter), the transition probabilities

3See, for example, S. Chandrasekhar, “Stochastic Problems in Physics and AstrdRevigyis of Modern Physics 15, No. 1,
January 1943, p. 1.
4Kendall and SmithTables of Random Sampling Numbe2smbridge, 1939.



pi(j) and the digram probabilities(i, j) are related by the following formulas:
p() = p(,0) =3 p(i,i) = 3 p()p;(i)
p(,J) = ri(i)pi(i) | |
;pi(j)zlzp(i)z p(,j) = 1.

I7J

As a specific example suppose there are three letters A, B, C with the probability tables:

()| ] e ) j
A B C A B C

IR LI B I S L
Clz 5 Clx Cler 1 13

A typical message from this source is the following:

ABBABABABABABABBBABBBBBABABABABABBBACACAB
BABBBBABBABACBBBABA.

The next increase in complexity would involve trigram frequencies but no more. The choice of
a letter would depend on the preceding two letters but not on the message before that point. A
set of trigram frequencieg(i, j, k) or equivalently a set of transition probabilitipg (k) would

be required. Continuing in this way one obtains successively more complicated stochastic pro-
cesses. In the genenmadgram case a set aFgram probabilitie(is, iz, .. .,in) or of transition
probabilitiespi, j,. ..i,_, (in) iS required to specify the statistical structure.

(D) Stochastic processes can also be defined which produce a text consisting of a sequence of
“words.” Suppose there are five letters A, B, C, D, E and 16 “words” in the language with
associated probabilities:

10A .16 BEBE .11 CABED .04 DEB
.04 ADEB .04 BED .05 CEED .15 DEED
.05 ADEE .02BEED .08 DAB .01 EAB
.01BADD .05CA .04 DAD .05 EE

Suppose successive “words” are chosen independently and are separated by a space. A typical
message might be:

DAB EE A BEBE DEED DEB ADEE ADEE EE DEB BEBE BEBE BEBE ADEE BED DEED
DEED CEED ADEE A DEED DEED BEBE CABED BEBE BED DAB DEED ADEB.

If all the words are of finite length this process is equivalent to one of the preceding type, but
the description may be simpler in terms of the word structure and probabilities. We may also
generalize here and introduce transition probabilities between words, etc.

These artificial languages are useful in constructing simple problems and examples to illustrate vari-
ous possibilities. We can also approximate to a natural language by means of a series of simple artificial
languages. The zero-order approximation is obtained by choosing all letters with the same probability and
independently. The first-order approximation is obtained by choosing successive letters independently but
each letter having the same probability that it has in the natural languddmis, in the first-order ap-
proximation to English, E is chosen with probability .12 (its frequency in normal English) and W with
probability .02, but there is no influence between adjacent letters and no tendency to form the preferred

5 etter, digram and trigram frequencies are giveS#tret and Urgertty Fletcher Pratt, Blue Ribbon Books, 1939. Word frequen-
cies are tabulated iRelative Frequency of English Speech Soud€)ewey, Harvard University Press, 1923.



digrams such as TH, ED, etc. In the second-order approximation, digram structure is introduced. After a
letter is chosen, the next one is chosen in accordance with the frequencies with which the various letters
follow the first one. This requires a table of digram frequengi€$). In the third-order approximation,
trigram structure is introduced. Each letter is chosen with probabilities which depend on the preceding two
letters.

3. THE SERIES OFAPPROXIMATIONS TOENGLISH

To give a visual idea of how this series of processes approaches a language, typical sequences in the approx-
imations to English have been constructed and are given below. In all cases we have assumed a 27-symbol
“alphabet,” the 26 letters and a space.

1. Zero-order approximation (symbols independent and equiprobable).

XFOML RXKHRJFFJUJ ZLPWCFWKCYJ FFIEYVKCQSGHYD QPAAMKBZAACIBZL-
HJQD.

2. First-order approximation (symbols independent but with frequencies of English text).

OCRO HLI RGWR NMIELWIS EU LL NBNESEBYA TH EEI ALHENHTTPA OOBTTVA
NAH BRL.

3. Second-order approximation (digram structure as in English).

ON IE ANTSOUTINYS ARE T INCTORE ST BE S DEAMY ACHIN D ILONASIVE TU-
COOWE AT TEASONARE FUSO TIZIN ANDY TOBE SEACE CTISBE.

4. Third-order approximation (trigram structure as in English).

IN NO IST LAT WHEY CRATICT FROURE BIRS GROCID PONDENOME OF DEMONS-
TURES OF THE REPTAGIN IS REGOACTIONA OF CRE.

5. First-order word approximation. Rather than continue with tetragranm-gram structure it is easier
and better to jump at this point to word units. Here words are chosen independently but with their
appropriate frequencies.

REPRESENTING AND SPEEDILY IS AN GOOD APT OR COME CAN DIFFERENT NAT-
URAL HERE HE THE A IN CAME THE TO OF TO EXPERT GRAY COME TO FURNISHES
THE LINE MESSAGE HAD BE THESE.

6. Second-order word approximation. The word transition probabilities are correct but no further struc-
ture is included.

THE HEAD AND IN FRONTAL ATTACK ON AN ENGLISH WRITER THAT THE CHAR-
ACTER OF THIS POINT IS THEREFORE ANOTHER METHOD FOR THE LETTERS THAT
THE TIME OF WHO EVER TOLD THE PROBLEM FOR AN UNEXPECTED.

The resemblance to ordinary English text increases quite noticeably at each of the above steps. Note that
these samples have reasonably good structure out to about twice the range that is taken into account in their
construction. Thus in (3) the statistical process insures reasonable text for two-letter sequences, but four-
letter sequences from the sample can usually be fitted into good sentences. In (6) sequences of four or more
words can easily be placed in sentences without unusual or strained constructions. The particular sequence
of ten words “attack on an English writer that the character of this” is not at all unreasonable. It appears then
that a sufficiently complex stochastic process will give a satisfactory representation of a discrete source.

The first two samples were constructed by the use of a book of random numbers in conjunction with
(for example 2) a table of letter frequencies. This method might have been continued for (3), (4) and (5),
since digram, trigram and word frequency tables are available, but a simpler equivalent method was used.



To construct (3) for example, one opens a book at random and selects a letter at random on the page. This
letter is recorded. The book is then opened to another page and one reads until this letter is encountered.
The succeeding letter is then recorded. Turning to another page this second letter is searched for and the
succeeding letter recorded, etc. A similar process was used for (4), (5) and (6). It would be interesting if
further approximations could be constructed, but the labor involved becomes enormous at the next stage.

4, GRAPHICAL REPRESENTATION OF AMARKOFF PROCESS

Stochastic processes of the type described above are known mathematically as discrete Markoff processes
and have been extensively studied in the literafufithe general case can be described as follows: There
exist a finite number of possible “states” of a syst&n,S,...,S,. In addition there is a set of transition
probabilities; pi(j) the probability that if the system is in stafeit will next go to stateS;. To make this
Markoff process into an information source we need only assume that a letter is produced for each transition
from one state to another. The states will correspond to the “residue of influence” from preceding letters.

The situation can be represented graphically as shown in Figs. 3, 4 and 5. The “states” are the junction

Fig. 3—A graph corresponding to the source in example B.

points in the graph and the probabilities and letters produced for a transition are given beside the correspond-
ing line. Figure 3 is for the example B in Section 2, while Fig. 4 corresponds to the example C. In Fig. 3

Fig. 4—A graph corresponding to the source in example C.

there is only one state since successive letters are independent. In Fig. 4 there are as many states as letters.
If a trigram example were constructed there would be at mbstates corresponding to the possible pairs

of letters preceding the one being chosen. Figure 5 is a graph for the case of word structure in example D.
Here S corresponds to the “space” symbol.

5. ERGODIC AND MIXED SOURCES

As we have indicated above a discrete source for our purposes can be considered to be represented by a
Markoff process. Among the possible discrete Markoff processes there is a group with special properties
of significance in communication theory. This special class consists of the “ergodic” processes and we
shall call the corresponding sources ergodic sources. Although a rigorous definition of an ergodic process is
somewhat involved, the generalidea is simple. In an ergodic process every sequence produced by the process

For a detailed treatment see MeEhet,Méthode des fonctions arbitraires. &trie deseiénements en chzé dans le cas d’un
nombre fini d&tats possiblesParis, Gauthier-Villars, 1938.



is the same in statistical properties. Thus the letter frequencies, digram frequencies, etc., obtained from
particular sequences, will, as the lengths of the sequences increase, approach definite limits independent
of the particular sequence. Actually this is not true of every sequence but the set for which it is false has
probability zero. Roughly the ergodic property means statistical homogeneity.

All the examples of artificial languages given above are ergodic. This property is related to the structure
of the corresponding graph. If the graph has the following two propériescorresponding process will
be ergodic:

1. The graph does not consist of two isolated parts A and B such that it is impossible to go from junction
points in part A to junction points in part B along lines of the graph in the direction of arrows and also
impossible to go from junctions in part B to junctions in part A.

2. Aclosed series of lines in the graph with all arrows on the lines pointing in the same orientation will
be called a “circuit.” The “length” of a circuit is the number of lines in it. Thus in Fig. 5 series BEBES
is a circuit of length 5. The second property required is that the greatest common divisor of the lengths
of all circuits in the graph be one.

Fig. 5—A graph corresponding to the source in example D.

If the first condition is satisfied but the second one violated by having the greatest common divisor equal
tod > 1, the sequences have a certain type of periodic structure. The various sequencegfdiffatent
classes which are statistically the same apart from a shift of the origin (i.e., which letter in the sequence is
called letter 1). By a shift of from 0 up td — 1 any sequence can be made statistically equivalent to any
other. A simple example witd = 2 is the following: There are three possible lettarb,c. Lettera is
followed with eitherb or c with probabilities% and% respectively. Eitheb or c is always followed by letter
a. Thus a typical sequence is

abacacacabacababacac

This type of situation is not of much importance for our work.

If the first condition is violated the graph may be separated into a set of subgraphs each of which satisfies
the first condition. We will assume that the second condition is also satisfied for each subgraph. We have in
this case what may be called a “mixed” source made up of a number of pure components. The components
correspond to the various subgraphd.4fLy, Ls,... are the component sources we may write

L=piL1+ pol2+ pals+---

"These are restatements in terms of the graph of conditions giveedhét”



wherep; is the probability of the component souilce

Physically the situation represented is this: There are several different styréesLs, ... which are
each of homogeneous statistical structure (i.e., they are ergodic). We do notkmaovi which is to be
used, but once the sequence starts in a given pure complgnértontinues indefinitely according to the
statistical structure of that component.

As an example one may take two of the processes defined above and amsaneandp, = .8. A
sequence from the mixed source

L=.2L1+ 8L,

would be obtained by choosing filst or L, with probabilities .2 and .8 and after this choice generating a
sequence from whichever was chosen.

Except when the contrary is stated we shall assume a source to be ergodic. This assumption enables one
to identify averages along a sequence with averages over the ensemble of possible sequences (the probability
of a discrepancy being zero). For example the relative frequency of the letter A in a particular infinite
sequence will be, with probability one, equal to its relative frequency in the ensemble of sequences.

If B is the probability of stateandp;(j) the transition probability to statg then for the process to be
stationary it is clear that thg must satisfy equilibrium conditions:

P =% Rpi(j)-

In the ergodic case it can be shown that with any starting conditions the probaBij{iisof being in state
j afterN symbols, approach the equilibrium valued\as; o,

6. CHOICE, UNCERTAINTY AND ENTROPY

We have represented a discrete information source as a Markoff process. Can we define a quantity which
will measure, in some sense, how much information is “produced” by such a process, or better, at what rate
information is produced?

Suppose we have a set of possible events whose probabilities of occurremgepate.., p,. These
probabilities are known but that is all we know concerning which event will occur. Can we find a measure
of how much “choice” is involved in the selection of the event or of how uncertain we are of the outcome?

If there is such a measure, sdyp1, pz, - - -, Pn), it is reasonable to require of it the following properties:

1. H should be continuous in thg.

2. If all the p; are equalp; = % thenH should be a monotonic increasing functionnofwith equally
likely events there is more choice, or uncertainty, when there are more possible events.

3. If a choice be broken down into two successive choices, the origirshlould be the weighted sum
of the individual values oH. The meaning of this is illustrated in Fig. 6. At the left we have three

1/2 > 1/2
1/3
2/3
s iy 1/3
1/3™1/6

Fig. 6—Decomposition of a choice from three possibilities.

possibilitiesp; = % p2 = % ps = %. On the right we first choose between two possibilities each with
probability%, and if the second occurs make another choice with probabi%ti%s The final results
have the same probabilities as before. We require, in this special case, that

H(3.3.8) =H(GZ 2 +3H(3.3).

The coefficient% is because this second choice only occurs half the time.
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In Appendix 2, the following result is established:
Theorem 2: The onlyH satisfying the three above assumptions is of the form:

n
H=—-K pilogpi
i; | |

whereK is a positive constant.

This theorem, and the assumptions required for its proof, are in no way necessary for the present theory.
Itis given chiefly to lend a certain plausibility to some of our later definitions. The real justification of these
definitions, however, will reside in their implications.

Quantities of the fornd =—3 pilogp; (the constanK merely amounts to a choice of a unit of measure)
play a central role in information theory as measures of information, choice and uncertainty. The férm of
will be recognized as that of entropy as defined in certain formulations of statistical meéhan@sp; is
the probability of a system being in celof its phase space is then, for example, thel in Boltzmann's
famousH theorem. We shall call = — S pilog p; the entropy of the set of probabilitigs, ..., pn. If xis a
chance variable we will writél (x) for its entropy; thus is not an argument of a function but a label for a
number, to differentiate it frorhl (y) say, the entropy of the chance variaple

The entropy in the case of two possibilities with probabiliflesndg = 1 — p, namely

H = —(plogp+qlogq)

is plotted in Fig. 7 as a function gf.

1.0

BITS

o 1 2 3 4 5 6 7 8 9 10
p

Fig. 7—Entropy in the case of two possibilities with probabilitieand (1 — p).

The quantityH has a number of interesting properties which further substantiate it as a reasonable
measure of choice or information.

1. H = 0if and only if all thep; but one are zero, this one having the value unity. Thus only when we
are certain of the outcome dodsvanish. Otherwisél is positive.

2. For a givem, H is a maximum and equal to logwhen all thep; are equal (i.e.%). This is also
intuitively the most uncertain situation.

8See, for example, R. C. TolmaRrinciples of Statistical Mechanic€xford, Clarendon, 1938.
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3. Suppose there are two evemtandy, in question withm possibilities for the first and for the second.
Let p(i, j) be the probability of the joint occurrenceidbr the first andj for the second. The entropy of the
joint event is

Zp J)logp(i,
while

Zp Ipr

p(i, ngp
]
It is easily shown that
H(x,y) <HX) +H(y)

with equality only if the events are independent (igi, j) = p(i)p(j)). The uncertainty of a joint event is
less than or equal to the sum of the individual uncertainties.

4. Any change toward equalization of the probabilifgsp,,. .., pn increase#i. Thus if p1 < p2 and
we increasep;, decreasing, an equal amount so thag andp; are more nearly equal, théh increases.
More generally, if we perform any “averaging” operation on ghef the form

Pi=> ajp
J

wherey;ajj = yjaj = 1, and allajj > 0, thenH increases (except in the special case where this transfor-
mation amounts to no more than a permutation ofghwith H of course remaining the same).

5. Suppose there are two chance evargtady as in 3, not necessarily independent. For any particular
valuei thatx can assume there is a conditional probabititfj ) thaty has the valug. This is given by

P, j)
ZJ p(l, J)
We define theonditional entropyof y, Hy(y) as the average of the entropyydbr each value o%, weighted
according to the probability of getting that particuarThat is

pi(j) =

zp j)logpi(]

This quantity measures how uncertain we arg o the average when we knowSubstituting the value of
pi(j) we obtain

zp 1) logp(i, +Zp bgzp
mw—<>

or
H(x,y) = H(X) +Hx(y).

The uncertainty (or entropy) of the joint eveqyy is the uncertainty oX plus the uncertainty of whenx is
known.
6. From 3 and 5 we have

H(X) +H(y) > H(Xy) = H(X) + Hx(y).
Hence
H(y) > Hx(y).

The uncertainty of is never increased by knowledgeofit will be decreased unlessaandy are independent
events, in which case it is not changed.

12



7. THE ENTROPY OF ANINFORMATION SOURCE

Consider a discrete source of the finite state type considered above. For each possilflesstateill be a
set of probabilities;(j) of producing the various possible symb@lsThus there is an entrogy; for each
state. The entropy of the source will be defined as the average ofth@ssghted in accordance with the
probability of occurrence of the states in question:

H= ZPIHi
=—> Ppi(j)logpi(])-
I

This is the entropy of the source per symbol of text. If the Markoff process is proceeding at a definite time
rate there is also an entropy per second

H =¥ fiH
2
wherefj is the average frequency (occurrences per second) ofi s@kearly
H =mH

wheremis the average number of symbols produced per sedérmd.H' measures the amount of informa-
tion generated by the source per symbol or per second. If the logarithmic base is 2, they will represent bits
per symbol or per second.

If successive symbols are independent tHeis simply — ¥ pilog pi wherep; is the probability of sym-
boli. Suppose in this case we consider a long messabjesgtnbols. It will contain with high probability
aboutp; N occurrences of the first symbqi;N occurrences of the second, etc. Hence the probability of this

particular message will be roughly
— PN N - paN
P=pP1 P n

or

logp=N7 pilogp
[

logp= —NH
. logl/p
H= N

H is thus approximately the logarithm of the reciprocal probability of a typical long sequence divided by the
number of symbols in the sequence. The same result holds for any source. Stated more precisely we have
(see Appendix 3):

Theorem 3: Given any > 0 andd > 0, we can find alNy such that the sequences of any lerigth No
fall into two classes:

1. A set whose total probability is less than
2. The remainder, all of whose members have probabilities satisfying the inequality

logp™?!
N

H|<s.

. logp~?t .
In other words we are almost certain to havgp— very close taH whenN is large.

A closely related result deals with the number of sequences of various probabilities. Consider again the
sequences of lengtN and let them be arranged in order of decreasing probability. We defieto be
the number we must take from this set starting with the most probable one in order to accumulate a total
probabilityq for those taken.

13



Theorem 4:

Lim 1297(@ _
N—o0

whenq does not equdl or1.

We may interpret log(q) as the number of bits required to specify the sequence when we consider only
logn(q)

the most probable sequences with a total probaliglitfhen is the number of bits per symbol for

the specification. The theorem says that for |a¥gihis will be independent aff and equal tdH. The rate
of growth of the logarithm of the number of reasonably probable sequences is giterréyardless of our
interpretation of “reasonably probable.” Due to these results, which are proved in Appendix 3, it is possible
forHrnost purposes to treat the long sequences as though there werfdusttBem, each with a probability
2-"N,

The next two theorems show thit andH’ can be determined by limiting operations directly from
the statistics of the message sequences, without reference to the states and transition probabilities between
states.

Theorem 5:Let p(B;) be the probability of a sequenBeof symbols from the source. Let
1
Gn=— Z p(Bi) logp(Bi)

where the sum is over all sequen8ggontainingN symbols. Thefsy is a monotonic decreasing function
ofN and
Lim Gy = H.
N—o0
Theorem 6:Let p(B;,S;) be the probability of sequendd followed by symbolS; and pg;(Sj) =
P(Bi,Sj)/p(Bi) be the conditional probability & afterB;. Let

Fv=—"Y p(Bi,Sj)logps;(S)
]

where the sum is over all block of N — 1 symbols and over all symbo%. ThenFy is a monotonic
decreasing function o,

PN =NGy — (N—1)GN-1,
1 N

GN =N Fn,
N nzl

FN S GN:

andLimy_ Fy = H.

These results are derived in Appendix 3. They show that a series of approximatibaatdbe obtained
by considering only the statistical structure of the sequences extending,@ver. IN symbols.Fy is the
better approximation. In fad¥y is the entropy of the\!™ order approximation to the source of the type
discussed above. If there are no statistical influences extending over mong gyanbols, that is if the
conditional probability of the next symbol knowing the precediNg- 1) is not changed by a knowledge of
any before that, theRy = H. Fy of course is the conditional entropy of the next symbol when(bhe 1)
preceding ones are known, whiBy, is the entropy per symbol of blocks bf symbols.

The ratio of the entropy of a source to the maximum value it could have while still restricted to the same
symbols will be called itselative entropy This is the maximum compression possible when we encode into
the same alphabet. One minus the relative entropy isstthendancy The redundancy of ordinary English,
not considering statistical structure over greater distances than about eight letters, is roughly 50%. This
means that when we write English half of what we write is determined by the structure of the language and
half is chosen freely. The figure 50% was found by several independent methods which all gave results in

14



this neighborhood. One is by calculation of the entropy of the approximations to English. A second method
is to delete a certain fraction of the letters from a sample of English text and then let someone attempt to
restore them. If they can be restored when 50% are deleted the redundancy must be greater than 50%. A
third method depends on certain known results in cryptography.

Two extremes of redundancy in English prose are represented by Basic English and by James Joyce’s
book “Finnegans Wake”. The Basic English vocabulary is limited to 850 words and the redundancy is very
high. This is reflected in the expansion that occurs when a passage is translated into Basic English. Joyce
on the other hand enlarges the vocabulary and is alleged to achieve a compression of semantic content.

The redundancy of a language is related to the existence of crossword puzzles. If the redundancy is
zero any sequence of letters is a reasonable text in the language and any two-dimensional array of letters
forms a crossword puzzle. If the redundancy is too high the language imposes too many constraints for large
crossword puzzles to be possible. A more detailed analysis shows that if we assume the constraints imposed
by the language are of a rather chaotic and random nature, large crossword puzzles are just possible when
the redundancy is 50%. If the redundancy is 33%, three-dimensional crossword puzzles should be possible,
etc.

8. REPRESENTATION OF THEENCODING AND DECODING OPERATIONS

We have yet to represent mathematically the operations performed by the transmitter and receiver in en-
coding and decoding the information. Either of these will be called a discrete transducer. The input to the
transducer is a sequence of input symbols and its output a sequence of output symbols. The transducer may
have an internal memory so that its output depends not only on the present input symbol but also on the past
history. We assume that the internal memory is finite, i.e., there exist a finite nomtigossible states of

the transducer and that its output is a function of the present state and the present input symbol. The next
state will be a second function of these two quantities. Thus a transducer can be described by two functions:

Yn = f(Xn,n)
ant1 = g(%,an)

where

X is then input symbol,

an is the state of the transducer when tfeinput symbol is introduced,

Vn is the output symbol (or sequence of output symbols) produced whisnintroduced if the state isp.

If the output symbols of one transducer can be identified with the input symbols of a second, they can be
connected in tandem and the result is also a transducer. If there exists a second transducer which operates
on the output of the first and recovers the original input, the first transducer will be called non-singular and
the second will be called its inverse.

Theorem 7:The output of a finite state transducer driven by a finite state statistical source is a finite
state statistical source, with entropy (per unit time) less than or equal to that of the input. If the transducer
is non-singular they are equal.

Leta represent the state of the source, which produces a sequence of syynédslets be the state of
the transducer, which produces, in its output, blocks of symgolshe combined system can be represented
by the “product state space” of paiks, 3). Two points in the spacgvi, 1) and(az, 32), are connected by
a line if a1 can produce ar which changeg; to 2, and this line is given the probability of thatn this
case. The line is labeled with the blockygfsymbols produced by the transducer. The entropy of the output
can be calculated as the weighted sum over the states. If we sum fi¥stamh resulting term is less than or
equal to the corresponding term foy hence the entropy is not increased. If the transducer is hon-singular
let its output be connected to the inverse transducet; |H; andH; are the output entropies of the source,
the first and second transducers respectively, Hier H; > H; = H; and thereforéd] = H,.
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Suppose we have a system of constraints on possible sequences of the type which can be represented by
alinear graph asin Fig. 2. If probabilitiel{f) were assigned to the various lines connecting statstatej
this would become a source. There is one particular assignment which maximizes the resulting entropy (see
Appendix 4).
Theorem 8:Let the system of constraints considered as a channel have a cdpaciygW. If we
assign
(s Bj,,,—¢®
P = EW g
Whereéi(js) is the duration of the” symbol leading from statieto statej and theB; satisfy
¢
Bi =) BjW i
2

thenH is maximized and equal to.

By proper assignment of the transition probabilities the entropy of symbols on a channel can be maxi-
mized at the channel capacity.

9. THE FUNDAMENTAL THEOREM FOR ANOISELESSCHANNEL

We will now justify our interpretation oH as the rate of generating information by proving tHatleter-
mines the channel capacity required with most efficient coding.

Theorem 9:Let a source have entropy (bits per symbadl and a channel have a capadty bits per
secongl. Then it is possible to encode the output of the source in such a way as to transmit at the average

C . N . . )
rateﬁ — e symbols per second over the channel whegearbitrarily small. It is not possible to transmit at

C
an average rate greater thﬁn

The converse part of the theorem, tlclct:?tcannot be exceeded, may be proved by noting that the entropy

of the channel input per second is equal to that of the source, since the transmitter must be non-singular, and
also this entropy cannot exceed the channel capacity. HéheeC and the number of symbols per second
=H'/H <C/H.

The first part of the theorem will be proved in two different ways. The first method is to consider the
set of all sequences &f symbols produced by the source. Fblarge we can divide these into two groups,
one containing less thad® N members and the second containing less tf&hr@embers (wher® is
the logarithm of the number of different symbols) and having a total probability lesg:ith&sN increases
n andy, approach zero. The number of signals of durafioim the channel is greater thaf2?)T with 6
small whenT is large. if we choose

H
T= < c + A) N

then there will be a sufficient number of sequences of channel symbols for the high probability group when
N andT are sufficiently large (however smal) and also some additional ones. The high probability group

is coded in an arbitrary one-to-one way into this set. The remaining sequences are represented by larger
sequences, starting and ending with one of the sequences not used for the high probability group. This
special sequence acts as a start and stop signal for a different code. In between a sufficient time is allowed
to give enough different sequences for all the low probability messages. This will require

R
T = <6+<P>N

whereyp is small. The mean rate of transmission in message symbols per second will then be greater than

1 B
{(1—5)%%%] - [(1-5)(%+A) +6(§+<,0)} '
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As N increase®, A andy approach zero and the rate approacﬁes

Another method of performing this coding and thereby proving the theorem can be described as follows:
Arrange the messages of lendthin order of decreasing probability and suppose their probabilities are
p1> P2 > P3--- > pn. LetPs= zi’l pi; that isPs is the cumulative probability up to, but not including,

We first encode into a binary system. The binary code for messisgitained by expandinig; as a binary
number. The expansion is carried outigplaces, wherex is the integer satisfying:

1 1
log, — <ms< 1+log, —.
Ps Ps

Thus the messages of high probability are represented by short codes and those of low probability by long
codes. From these inequalities we have

1 1
o <ps< P
The code forPs will differ from all succeeding ones in one or more of iitg places, since all the remaining
P are at Ieas% larger and their binary expansions therefore differ in the fiksplaces. Consequently all
the codes are different and it is possible to recover the message from its code. If the channel sequences are
not already sequences of binary digits, they can be ascribed binary numbers in an arbitrary fashion and the
binary code thus translated into signals suitable for the channel.
The average numbet’ of binary digits used per symbol of original message is easily estimated. We
have

1
H' = N Z MsPs.
But 1 1 1 1 1
NZ(IOQZE)F’SS szsps< NZ(1+IOQZE) Ps
and therefore,

1
GNSH’<GN+N

As N increase$y approachesl, the entropy of the source atl approachebl.
We see from this that the inefficiency in coding, when only a finite delay efymbols is used, need
not be greater tha% plus the difference between the true entrépyand the entropysy calculated for
sequences of length. The per cent excess time needed over the ideal is therefore less than
GnN 1
TR
This method of encoding is substantially the same as one found independently by R. M. Fiso.
method is to arrange the messages of leigiih order of decreasing probability. Divide this series into two
groups of as nearly equal probability as possible. If the message is in the first group its first binary digit
will be 0, otherwise 1. The groups are similarly divided into subsets of nearly equal probability and the
particular subset determines the second binary digit. This process is continued until each subset contains
only one message. Itis easily seen that apart from minor differences (generally in the last digit) this amounts
to the same thing as the arithmetic process described above.

10. DiISCUSSION ANDEXAMPLES

In order to obtain the maximum power transfer from a generator to a load, a transformer must in general be
introduced so that the generator as seen from the load has the load resistance. The situation here is roughly
analogous. The transducer which does the encoding should match the source to the channel in a statistical
sense. The source as seen from the channel through the transducer should have the same statistical structure

9Technical Report No. 65, The Research Laboratory of Electronics, M.L.T., March 17, 1949.
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as the source which maximizes the entropy in the channel. The content of Theorem 9 is that, although an
exact match is not in general possible, we can approximate it as closely as desired. The ratio of the actual
rate of transmission to the capac@ymay be called the efficiency of the coding system. This is of course
equal to the ratio of the actual entropy of the channel symbols to the maximum possible entropy.

In general, ideal or nearly ideal encoding requires a long delay in the transmitter and receiver. In the
noiseless case which we have been considering, the main function of this delay is to allow reasonably good
matching of probabilities to corresponding lengths of sequences. With a good code the logarithm of the
reciprocal probability of a long message must be proportional to the duration of the corresponding signal, in
fact

—1

‘ logp _ C‘

T
must be small for all but a small fraction of the long messages.

If a source can produce only one particular message its entropy is zero, and no channel is required. For
example, a computing machine set up to calculate the successive digifsrofiuces a definite sequence
with no chance element. No channel is required to “transmit” this to another point. One could construct a
second machine to compute the same sequence at the point. However, this may be impractical. In such a case
we can choose to ignore some or all of the statistical knowledge we have of the source. We might consider
the digits ofr to be a random sequence in that we construct a system capable of sending any sequence of
digits. In a similar way we may choose to use some of our statistical knowledge of English in constructing
a code, but not all of it. In such a case we consider the source with the maximum entropy subject to the
statistical conditions we wish to retain. The entropy of this source determines the channel capacity which
is necessary and sufficient. In theexample the only information retained is that all the digits are chosen
from the set 01,...,9. In the case of English one might wish to use the statistical saving possible due to
letter frequencies, but nothing else. The maximum entropy source is then the first approximation to English
and its entropy determines the required channel capacity.

As a simple example of some of these results consider a source which produces a sequence of letters

chosen from amond, B, C, D with probabilities}, 7, 3, &, successive symbols being chosen independently.
We have

H=—(3log3+logZ +2log3)
= I bits per symbal
Thus we can approximate a coding system to encode messages from this source into binary digits with an

average oﬁ binary digit per symbol. In this case we can actually achieve the limiting value by the following
code (obtained by the method of the second proof of Theorem 9):

A 0
B 10
C 110
D 111

The average number of binary digits used in encoding a sequemtsyhbols will be

N(3x1+3 ><2+§3 x 3) = IN.
It is easily seen that the binary digits 0, 1 have probabili%ie% so theH for the coded sequences is one
bit per symbol. Since, on the average, we hé\b}'nary symbols per original letter, the entropies on a time
basis are the same. The maximum possible entropy for the original set is-l@gdccurring whem, B, C,
D have probabilitieg;, 7, 3, . Hence the relative entropy § We can translate the binary sequences into
the original set of symbols on a two-to-one basis by the following table:

00 A
01 B
10 c
11 D’
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This double process then encodes the original message into the same symbols but with an average compres-
sion ratio.

As a second example consider a source which produces a sequé&saindB’s with probability p for
A andq for B. If p<« gqwe have

H = —logpP(1—p)*~P
= —plogp(1— p)(l—p)/p

= plog =
3
In such a case one can construct a fairly good coding of the message on a 0, 1 channel by sending a special
sequence, say 0000, for the infrequent synfbahd then a sequence indicating thanberof B's following
it. This could be indicated by the binary representation with all numbers containing the special sequence
deleted. All numbers up to 16 are represented as usual; 16 is represented by the next binary number after 16
which does not contain four zeros, namely=170001, etc.
It can be shown that g5— 0 the coding approaches ideal provided the length of the special sequence is

properly adjusted.

PART II: THE DISCRETE CHANNEL WITH NOISE

11. REPRESENTATION OF ANOISY DISCRETECHANNEL

We now consider the case where the signal is perturbed by noise during transmission or at one or the other
of the terminals. This means that the received signal is not necessarily the same as that sent out by the
transmitter. Two cases may be distinguished. If a particular transmitted signal always produces the same
received signal, i.e., the received signal is a definite function of the transmitted signal, then the effect may be
called distortion. If this function has an inverse — no two transmitted signals producing the same received
signal — distortion may be corrected, at least in principle, by merely performing the inverse functional
operation on the received signal.

The case of interest here is that in which the signal does not always undergo the same change in trans-
mission. In this case we may assume the received sijt@be a function of the transmitted sigriand a
second variable, the noigé

E=f(SN)
The noise is considered to be a chance variable just as the message was above. In general it may be repre-
sented by a suitable stochastic process. The most general type of noisy discrete channel we shall consider
is a generalization of the finite state noise-free channel described previously. We assume a finite number of
states and a set of probabilities
Pei (ﬁ: J)

This is the probability, if the channel is in stateand symbol is transmitted, that symbglwill be received
and the channel left in staf® Thusa andg range over the possible statesyer the possible transmitted
signals and over the possible received signals. In the case where successive symbols are independently per-
turbed by the noise there is only one state, and the channel is described by the set of transition probabilities
pi(j), the probability of transmitted symbbbeing received ag

If a noisy channel is fed by a source there are two statistical processes at work: the source and the noise.
Thus there are a number of entropies that can be calculated. First there is the éhtxbpy the source
or of the input to the channel (these will be equal if the transmitter is non-singular). The entropy of the
output of the channel, i.e., the received signal, will be denotdd tyy. In the noiseless cast(y) = H(x).
The joint entropy of input and output will be (xy). Finally there are two conditional entropiklg(y) and
Hy(x), the entropy of the output when the input is known and conversely. Among these quantities we have
the relations

H(X,y) = H(X) +Hx(y) = H(y) + Hy(x).

All of these entropies can be measured on a per-second or a per-symbol basis.
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12. EQUIVOCATION AND CHANNEL CAPACITY

If the channel is noisy it is not in general possible to reconstruct the original message or the transmitted
signal withcertaintyby any operation on the received sigial There are, however, ways of transmitting
the information which are optimal in combating noise. This is the problem which we now consider.

Suppose there are two possible symbols 0 and 1, and we are transmitting at a rate of 1000 symbols per
second with probabilitiepg = p1 = % Thus our source is producing information at the rate of 1000 bits
per second. During transmission the noise introduces errors so that, on the average, 1 in 100 is received
incorrectly (a 0 as 1, or 1 as 0). What is the rate of transmission of information? Certainly less than 1000
bits per second since about 1% of the received symbols are incorrect. Our first impulse might be to say
the rate is 990 bits per second, merely subtracting the expected number of errors. This is not satisfactory
since it fails to take into account the recipient’s lack of knowledge of where the errors occur. We may carry
it to an extreme case and suppose the noise so great that the received symbols are entirely independent of
the transmitted symbols. The probability of receiving %iwhatever was transmitted and similarly for 0.
Then about half of the received symbols are correct due to chance alone, and we would be giving the system
credit for transmitting 500 bits per second while actually no information is being transmitted at all. Equally
“good” transmission would be obtained by dispensing with the channel entirely and flipping a coin at the
receiving point.

Evidently the proper correction to apply to the amount of information transmitted is the amount of this
information which is missing in the received signal, or alternatively the uncertainty when we have received
a signal of what was actually sent. From our previous discussion of entropy as a measure of uncertainty it
seems reasonable to use the conditional entropy of the message, knowing the received signal, as a measure
of this missing information. This is indeed the proper definition, as we shall see later. Following this idea
the rate of actual transmissioR, would be obtained by subtracting from the rate of production (i.e., the
entropy of the source) the average rate of conditional entropy.

R=H(x) — Hy(x)

The conditional entropidy(x) will, for convenience, be called the equivocation. It measures the average
ambiguity of the received signal.

In the example considered above, if a 0 is receivedhtpesterioriprobability that a 0 was transmitted
is .99, and that a 1 was transmitted is .01. These figures are reversed if a 1 is received. Hence

Hy(x) = —[.99109.99+ 0.0110ogQ01]
=.081 bits/symbol

or 81 bits per second. We may say that the system is transmitting at a rate 8069919 bits per second.
In the extreme case where a 0 is equally likely to be received as a 0 or 1 and similarly foa hdbteriori
probabilities are}, 1 and

Hy(x) = —[3l0g3 + 3 log3]
= 1 bit per symbol

or 1000 bits per second. The rate of transmission is then 0 as it should be.

The following theorem gives a direct intuitive interpretation of the equivocation and also serves to justify
it as the unique appropriate measure. We consider a communication system and an observer (or auxiliary
device) who can see both what is sent and what is recovered (with errors due to noise). This observer notes
the errors in the recovered message and transmits data to the receiving point over a “correction channel” to
enable the receiver to correct the errors. The situation is indicated schematically in Fig. 8.

Theorem 10:If the correction channel has a capacity equaH{gx) it is possible to so encode the
correction data as to send it over this channel and correct all but an arbitrarily small feacfitire errors.
This is not possible if the channel capacity is less tHax).
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Fig. 8—Schematic diagram of a correction system.

Roughly thenHy(x) is the amount of additional information that must be supplied per second at the
receiving point to correct the received message.

To prove the first part, consider long sequences of received mebfaged corresponding original
messagél. There will be logarithmicallyl Hy(x) of the M’s which could reasonably have produced each
M’. Thus we havd Hy(x) binary digits to send eachseconds. This can be done witfrequency of errors
on a channel of capacityly(x).

The second part can be proved by noting, first, that for any discrete chance vaxjables

Hy(x,2) > Hy(X).
The left-hand side can be expanded to give

Hy(2) + Hyz(X) > Hy(x)
Hyz(X) > Hy(x) — Hy(2) > Hy(X) —H(2).

If we identify x as the output of the sourcgas the received signal aads the signal sent over the correction
channel, then the right-hand side is the equivocation less the rate of transmission over the correction channel.
If the capacity of this channel is less than the equivocation the right-hand side will be greater than zero and
Hy(x) > 0. But this is the uncertainty of what was sent, knowing both the received signal and the correction
signal. If this is greater than zero the frequency of errors cannot be arbitrarily small.

Example:

Suppose the errors occur at random in a sequence of binary digits: probpbiiaya digit is wrong
andg = 1-— p that it is right. These errors can be corrected if their position is known. Thus the
correction channel need only send information as to these positions. This amounts to transmitting
from a source which produces binary digits with probabifitior 1 (incorrect) andj for O (correct).
This requires a channel of capacity

—[plogp+qlogq]

which is the equivocation of the original system.
The rate of transmissioR can be written in two other forms due to the identities noted above. We have
R=H(x)

=H(y)
=H(X) +H(y) —H(xy).



The first defining expression has already been interpreted as the amount of information sent less the uncer-
tainty of what was sent. The second measures the amount received less the part of this which is due to noise.
The third is the sum of the two amounts less the joint entropy and therefore in a sense is the number of bits
per second common to the two. Thus all three expressions have a certain intuitive significance.

The capacityC of a noisy channel should be the maximum possible rate of transmission, i.e., the rate
when the source is properly matched to the channel. We therefore define the channel capacity by

C = Max(H(x) — Hy(x))

where the maximum is with respect to all possible information sources used as input to the channel. If the
channelis noiselessly(x) = 0. The definition is then equivalent to that already given for a noiseless channel
since the maximum entropy for the channel is its capacity.

13. THE FUNDAMENTAL THEOREM FOR ADISCRETECHANNEL WITH NOISE

It may seem surprising that we should define a definite cap@dity a noisy channel since we can never
send certain information in such a case. It is clear, however, that by sending the information in a redundant
form the probability of errors can be reduced. For example, by repeating the message many times and by a
statistical study of the different received versions of the message the probability of errors could be made very
small. One would expect, however, that to make this probability of errors approach zero, the redundancy
of the encoding must increase indefinitely, and the rate of transmission therefore approach zero. This is by
no means true. If it were, there would not be a very well defined capacity, but only a capacity for a given
frequency of errors, or a given equivocation; the capacity going down as the error requirements are made
more stringent. Actually the capaci®/defined above has a very definite significance. It is possible to send
information at the rat€ through the chann&lith as small a frequency of errors or equivocation as desired

by proper encoding. This statement is not true for any rate greate€CthHaan attempt is made to transmit

at a higher rate tha@, sayC + Ry, then there will necessarily be an equivocation equal to or greater than the
exces$R;. Nature takes payment by requiring just that much uncertainty, so that we are not actually getting
any more thar€ through correctly.

The situation is indicated in Fig. 9. The rate of information into the channel is plotted horizontally and
the equivocation vertically. Any point above the heavy line in the shaded region can be attained and those
below cannot. The points on the line cannot in general be attained, but there will usually be two points on
the line that can.

These results are the main justification for the definitio@ a@ind will now be proved.

Theorem 11:Let a discrete channel have the capa€ignd a discrete source the entropy per se¢bnd
If H < C there exists a coding system such that the output of the source can be transmitted over the channel
with an arbitrarily small frequency of errors (or an arbitrarily small equivocationl ¥ C it is possible
to encode the source so that the equivocation is lessHha@ + ¢ wheree is arbitrarily small. There is no
method of encoding which gives an equivocation less HaiC.

The method of proving the first part of this theorem is not by exhibiting a coding method having the
desired properties, but by showing that such a code must exist in a certain group of codes. In fact we will

QUNNNNNNN
ATTAINABLE
REGION

C H(x)

Fig. 9—The equivocation possible for a given input entropy to a channel.

22



average the frequency of errors over this group and show that this average can be made ted$ than
average of a set of numbers is less thahere must exist at least one in the set which is less ¢hdrhis
will establish the desired result.

The capacityC of a noisy channel has been defined as

C = Max(H (x) — Hy(x))

wherex is the input ang the output. The maximization is over all sources which might be used as input to
the channel.

Let S be a source which achieves the maximum capdaityf this maximum is not actually achieved
by any source le§ be a source which approximates to giving the maximum rate. Sugdseused as
input to the channel. We consider the possible transmitted and received sequences of a longlduFagon
following will be true:

1. The transmitted sequences fall into two classes, a high probability group with dbt¥itrdembers
and the remaining sequences of small total probability.

2. Similarly the received sequences have a high probability set of aBb{if Znembers and a low
probability set of remaining sequences.

3. Each high probability output could be produced by abdtt® inputs. The probability of all other
cases has a small total probability.

All the €'s andd’s implied by the words “small” and “about” in these statements approach zero as we
allow T to increase an8y to approach the maximizing source.

The situation is summarized in Fig. 10 where the input sequences are points on the left and output
sequences points on the right. The fan of cross lines represents the range of possible causes for a typical
output.

E
.
M .
° .
) .

H(X)T
HIGH PROBABILITY HWYT
MESSAGES HIGH PROBABILITY

RECEIVED SIGNALS

2Hy ()T

REASONABLE CAUSES *
o FOR EACHE °
[ ] [ ]

2HX(Y)T
REASONABLE EFFECTS
FOR EACHM

Fig. 10—Schematic representation of the relations between inputs and outputs in a channel.
Now suppose we have another source producing information aRnatith R < C. In the periodT this

source will have 2R high probability messages. We wish to associate these with a selection of the possible
channel inputs in such a way as to get a small frequency of errors. We will set up this association in all
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possible ways (using, however, only the high probability group of inputs as determined by the Sfurce

and average the frequency of errors for this large class of possible coding systems. This is the same as
calculating the frequency of errors for a random association of the messages and channel inputs of duration
T. Suppose a particular outpyit is observed. What is the probability of more than one message in the set

of possible causes gi? There are R messages distributed at random ') points. The probability of

a particular point being a message is thus
2T(R-H(X)_

The probability that none of the points in the fan is a message (apart from the actual originating message) is

P = [1— 2T+

Now R < H(x) — Hy(x) soOR—H(x) = —Hy(x) —n with n positive. Consequently

P=[1-2"THX-Tn 2T

approaches (a6 — )
1-27T,

Hence the probability of an error approaches zero and the first part of the theorem is proved.

The second part of the theorem is easily shown by noting that we could merelZ d@tsdper second
from the source, completely neglecting the remainder of the information generated. At the receiver the
neglected part gives an equivocatld(x) — C and the part transmitted need only add his limit can also
be attained in many other ways, as will be shown when we consider the continuous case.

The last statement of the theorem is a simple consequence of our definiioSoppose we can encode
a source witlH (x) = C+ain such a way as to obtain an equivocattdy{x) = a— e with e positive. Then
R=H(x) =C+aand

H(x) —Hy(x) =C+e¢

with e positive. This contradicts the definition Gfas the maximum off (x) — Hy(X).

Actually more has been proved than was stated in the theorem. If the average of a set of numbers is
within e of of their maximum, a fraction of at mogte can be more thatye below the maximum. Sinceis
arbitrarily small we can say that almost all the systems are arbitrarily close to the ideal.

14. DiISCUSSION

The demonstration of Theorem 11, while not a pure existence proof, has some of the deficiencies of such
proofs. An attempt to obtain a good approximation to ideal coding by following the method of the proof is
generally impractical. In fact, apart from some rather trivial cases and certain limiting situations, no explicit
description of a series of approximation to the ideal has been found. Probably this is no accident but is
related to the difficulty of giving an explicit construction for a good approximation to a random sequence.

An approximation to the ideal would have the property that if the signal is altered in a reasonable way
by the noise, the original can still be recovered. In other words the alteration will not in general bring it
closer to another reasonable signal than the original. This is accomplished at the cost of a certain amount of
redundancy in the coding. The redundancy must be introduced in the proper way to combat the particular
noise structure involved. However, any redundancy in the source will usually help if it is utilized at the
receiving point. In particular, if the source already has a certain redundancy and no attempt is made to
eliminate it in matching to the channel, this redundancy will help combat noise. For example, in a noiseless
telegraph channel one could save about 50% in time by proper encoding of the messages. This is not done
and most of the redundancy of English remains in the channel symbols. This has the advantage, however,
of allowing considerable noise in the channel. A sizable fraction of the letters can be received incorrectly
and still reconstructed by the context. In fact this is probably not a bad approximation to the ideal in many
cases, since the statistical structure of English is rather involved and the reasonable English sequences are
not too far (in the sense required for the theorem) from a random selection.
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As in the noiseless case a delay is generally required to approach the ideal encoding. It now has the
additional function of allowing a large sample of noise to affect the signal before any judgment is made
at the receiving point as to the original message. Increasing the sample size always sharpens the possible
statistical assertions.

The content of Theorem 11 and its proof can be formulated in a somewhat different way which exhibits
the connection with the noiseless case more clearly. Consider the possible signals of duaatitsuppose
a subset of them is selected to be used. Let those in the subset all be used with equal probability, and suppose
the receiver is constructed to select, as the original signal, the most probable cause from the subset, when a
perturbed signal is received. We def€T, q) to be the maximum number of signals we can choose for the
subset such that the probability of an incorrect interpretation is less than or eqgual to

logN(T,q)
T

Theorem 12:TLim = C, whereC is the channel capacity, provided thydoes not equal 0 or
—00

1.

In other words, no matter how we set out limits of reliability, we can distinguish reliably in Time
enough messages to correspond to aBdubits, whenT is sufficiently large. Theorem 12 can be compared
with the definition of the capacity of a noiseless channel given in Section 1.

15. EXAMPLE OF A DISCRETECHANNEL AND ITS CAPACITY

A simple example of a discrete channel is indicated in Fig. 11. There are three possible symbols. The first is
never affected by noise. The second and third each have probahiftgoming through undisturbed, and
g of being changed into the other of the pair. We have (letting —[plogp+ glogg] andP andQ be the

¢ —>—0
p
TRANSMITTED { RECEIVED
SYMBOLS SYMBOLS
q
p

Fig. 11—Example of a discrete channel.
probabilities of using the first and second symbols)

H(x) = —PlogP — 2QlogQ
Hy(x) = 2Qa.

We wish to choos® andQ in such a way as to maximiz¢(x) — Hy(x), subject to the constraift+2Q = 1.
Hence we consider
U = —PlogP — 2QlogQ — 2Qa + A(P+ 2Q)

U

Fi —1—-logP+A=0
ouU
Fol —2—-2logQ—2a+2\=0.
Eliminating A
logP =logQ+ «
P=Qe" =Qgj
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1

A RS

P= B
B+2
The channel capacity is then
p+2
5
Note how this checks the obvious values in the casesl andp = % In the first,3 = 1 andC = log 3,
which is correct since the channel is then noiseless with three possible symbgls- %f, B =2 and
C =log2. Here the second and third symbols cannot be distinguished at all and act together like one
symbol. The first symbol is used with probabily= % and the second and third together with probability
%. This may be distributed between them in any desired way and still achieve the maximum capacity.
For intermediate values g the channel capacity will lie between log2 and log3. The distinction
between the second and third symbols conveys some information but not as much as in the noiseless case.
The first symbol is used somewhat more frequently than the other two because of its freedom from noise.

C=log

16. THE CHANNEL CAPACITY IN CERTAIN SPECIAL CASES

If the noise affects successive channel symbols independently it can be described by a set of transition
probabilitiesp;j. This is the probability, if symbadilis sent, thaf will be received. The maximum channel
rate is then given by the maximum of

— Rpijlogy Ppij + ) Rpijlogpi
1,] 1 1,]

where we vary th& subject toy B = 1. This leads by the method of Lagrange to the equations,

Psj
ilo = s=1,2,....
Z Psjlog S Pp; M
Multiplying by Ps and summing ors shows thaf, = C. Let the inverse ofg; (if it exists) behs; so that
S shstpsj = &tj. Then:

2 hstbsjlogpsj—logy Rpi =C} hs.

S] l s

Hence:
> Ppi = eXD[—C > Nst+ ) hapsjlog psj]
1 S S,]

or,
P = Zhit exp[—CZ hst + Z hstpsjlog psj] .
5 57

This is the system of equations for determining the maximizing valu®s wifith C to be determined so
thaty B = 1. When this is don€ will be the channel capacity, and tRethe proper probabilities for the
channel symbols to achieve this capacity.

If each input symbol has the same set of probabilities on the lines emerging from it, and the same is true
of each output symbol, the capacity can be easily calculated. Examples are shown in Fig. 12. In such a case
Hx(y) is independent of the distribution of probabilities on the input symbols, and is givenshy; log p;
where thep; are the values of the transition probabilities from any input symbol. The channel capacity is

Max[H (y) — Hx(y)] = MaxH(y) + 3 pilogpi.

The maximum ofH (y) is clearly lognwheremis the number of output symbols, since it is possible to make
them all equally probable by making the input symbols equally probable. The channel capacity is therefore

C =logm+ Z pilogpi.
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Fig. 12—Examples of discrete channels with the same transition probabilities for each input and for each output.

In Fig. 12a it would be
C=log4—log2=Ilog2

This could be achieved by using only the 1st and 3d symbols. In Fig. 12b
C=log4—£log3—1log6

=log4—log3— ilog2

=log %Zg :
In Fig. 12¢c we have

C=log3- }log2—%log3— £log6
233368
Suppose the symbols fall into several groups such that the noise never causes a symbol in one group to

be mistaken for a symbol in another group. Let the capacity fonthegroup beC, (in bits per second)

when we use only the symbols in this group. Then it is easily shown that, for best use of the entire set, the
total probabilityR, of all symbols in thenth group should be

2Cn

Within a group the probability is distributed just as it would be if these were the only symbols being used.
The channel capacity is

Pn

C= IogXZC”.
17. AN EXAMPLE OF EFFICIENT CODING

The following example, although somewhat unrealistic, is a case in which exact matching to a noisy channel
is possible. There are two channel symbols, 0 and 1, and the noise affects them in blocks of seven symbols.
A block of seven is either transmitted without error, or exactly one symbol of the seven is incorrect. These
eight possibilities are equally likely. We have

C = Max[H(y) — Hx(y)]
= 3[7+§log3]
= 2 bits/symbol

An efficient code, allowing complete correction of errors and transmitting at theCratethe following
(found by a method due to R. Hamming):
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Let a block of seven symbols Bg, Xz, ..., X7. Of theseXs, X5, Xg and X7 are message symbols and
chosen arbitrarily by the source. The other three are redundant and calculated as follows:

X4 ischosento make a =X+ Xs+Xe+ X7 even
X2 “ 13 13 13 ﬂ — X2 _'_ X:3 + x6 _'_ X7 “
Xp ¢« e = Xgt Xat Xet Xy ¢

When a block of seven is received3 and+y are calculated and if even called zero, if odd called one. The
binary numbery 3~ then gives the subscript of thé that is incorrect (if O there was no error).

APPENDIX 1
THE GROWTH OF THENUMBER OF BLOCKS OFSYMBOLS WITH A FINITE STATE CONDITION

LetNi(L) be the number of blocks of symbols of lendgtlending in staté. Then we have
Nj(L) = 3 Ni(L—b)
1S

wherebilj , bﬁ e bi”j‘ are the length of the symbols which may be chosen in statd lead to stat¢. These

are linear difference equations and the behavidr asc must be of the type
Nj = AjWE.
Substituting in the difference equation
AjWL _ ZAjWLfbgjs)
1,S
or

_p®
Aj= zAiW 1]
s

(5)
3(3w o -a)a-o
] S
For this to be possible the determinant

D(W) = [aij| =

(S)
R
S

must vanish and this determinég which is, of course, the largest real rootdt 0.
The quantityC is then given by

AA/L
C = Lim Q9ZAW

L—oo

= logW

and we also note that the same growth properties result if we require that all blocks start in the same (arbi-
trarily chosen) state.

APPENDIX 2
DERIVATION OFH = — 5 pilogp;
11 1 ” . . .
LetH (ﬁ’ IR ﬁ) = A(n). From condition (3) we can decompose a choice f&hequally likely possi-
bilities into a series om choices frons equally likely possibilities and obtain

A(S™) = mA(s).
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Similarly o 0
A(t") = nA(t).

We can choosa arbitrarily large and find amto satisfy
ST <t < s(MHD),
Thus, taking logarithms and dividing lmlogs,

m ogt m 1 m logt
— <—+-—- or ———‘<e
n-— Iogs n n n logs

wheree is arbitrarily small. Now from the monotonic property &fn),

A(S™) < A") < AS™Y)
MA(S) < NA(t) < (m-+1)A().

Hence, dividing bynA(s),
<ia S

(s)
At) logt .
A9 Iogs‘ <2 At)=Klogt
whereK must be positive to satisfy (2).

Now suppose we have a choice frompossibilities with commeasurable probabilitigs= —||'1 where

m _A(t) m+1 m A(t)
n n n

then; are integers. We can break down a choice frpm possibilities into a choice from pos.lsibilities
with probabilitiesps, - .., py and then, if théth was chosen, a choice framwith equal probabilities. Using
condition (3) again, we equate the total choice frpm as computed by two methods

Klogy ni=H(ps,...,pn) + K3 pilogni.

Hence

H=K|[Y pilogy ni— Y pilogni]
- Jog - — _ 0a D
= Kz pi IogZni = Kz pilogpi.
If the p; are incommeasurable, they may be approximated by rationals and the same expression must hold

by our continuity assumption. Thus the expression holds in general. The choice of coeffigemtatter
of convenience and amounts to the choice of a unit of measure.

APPENDIX 3
THEOREMS ONERGODIC SOURCES

If it is possible to go from any state with > 0 to any other along a path of probabilipy> 0, the system is
ergodic and the strong law of large numbers can be applied. Thus the number of times a giyanipath
the network is traversed in a long sequence of leMgth about proportional to the probability of being at
i, sayPR, and then choosing this patRp;;N. If N is large enough the probability of percentage esérin
this is less tham so that for all but a set of small probability the actual numbers lie within the limits

(P, Pij :|:5)N

Hence nearly all sequences have a probabigiven by
(P pij £6)N
p=[]r;"™
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and—— gp is limited by

lo
3[3 z(Pplj +0)log pij

or

|
ng ZPpUIogp.,\<n

This proves Theorem 3.

Theorem 4 follows immediately from this on calculating upper and lower boundgd@ibased on the
possible range of values gfin Theorem 3.

In the mixed (not ergodic) case if

L=3 pili
and the entropies of the componentsidie> H, > --- > H,, we have the
Theorem: L|m 'Ogﬂ(‘” = ¢(q) is a decreasing step function,

s—1
©(q) =Hs in the interval Z o <g< Zal

To prove Theorems 5 and 6 first note th&t is monotonic decreasing because increadingdds a
subscript to a conditional entropy. A simple substitutiondgf(S;) in the definition offy shows that

Fn=NGy— (N—1)Gn_1

. . ) 1 . .
and summing this for alN givesGy = — Z F.. HenceGy > Fy andGy monotonic decreasing. Also they
must approach the same limit. By using Theorem 3 we se(?\‘thaGL.im H.
—00

APPENDIX 4
MAXIMIZING THE RATE FOR A SYSTEM OF CONSTRAINTS

Suppose we have a set of constraints on sequences of symbols that is of the finite state type and can be
represented therefore by a linear graph. lﬁf;’tbe the lengths of the various symbols that can occur in

passing from staté to statej. What distribution of probabilitie®, for the different states andi(js) for

choosing symbas in statei and going to stat¢ maximizes the rate of generating information under these
constraints? The constraints define a discrete channel and the maximum rate must be less than or equal to
the capacityC of this channel, since if all blocks of large length were equally likely, this rate would result,

and if possible this would be best. We will show that this rate can be achieved by proper choick aiittie

Py
The rate in question is

~5Pplogp N

ey W

Letij = Zs S Evidently for a maX|mum)I kexpéi(js). The constraints on maximization &yé =
1Lypj=1, zP(pIJ dij) = 0. Hence we maX|mize

_ — 2 Ppij log pij
LT LA WILIRD SILICTR

o _MF’.(l+Iogp.,)+NF’.Z.J
opij a M2

+ A4 pi+nP = 0.

30



Solving for pj;
pij = AB;D .

Since

Spi=1 A'=yBD"
J J
BjD i

Pij = =5 =—=-

ysBsD~is

The correct value dD is the capacityC and theB; are solutions of

Bi=Y BiC
for then
BJ —l
o= —C i
plj Bi
Binti _p.
SPgC =P
or P b
e 0
Z BiC B,
So that if\; satisfy
Y HC T =y
R =Biv.

Both the sets of equations fBr and~; can be satisfied siné@is such that

IC™hi —gij| =0.
In this case the rate is o .
_3PpjloggC  yRpjlogg

but
ZRpij(logBj —logBj) = ZPJ- logB; — ZP. logB; =0
]

Hence the rate i€ and as this could never be exceeded this is the maximum, justifying the assumed solution.

31



PART IIl: MATHEMATICAL PRELIMINARIES

In this final installment of the paper we consider the case where the signals or the messages or both are
continuously variable, in contrast with the discrete nature assumed heretofore. To a considerable extent the
continuous case can be obtained through a limiting process from the discrete case by dividing the continuum
of messages and signals into a large but finite number of small regions and calculating the various parameters
involved on a discrete basis. As the size of the regions is decreased these parameters in general approach as
limits the proper values for the continuous case. There are, however, a few new effects that appear and also
a general change of emphasis in the direction of specialization of the general results to particular cases.

We will not attempt, in the continuous case, to obtain our results with the greatest generality, or with
the extreme rigor of pure mathematics, since this would involve a great deal of abstract measure theory
and would obscure the main thread of the analysis. A preliminary study, however, indicates that the theory
can be formulated in a completely axiomatic and rigorous manner which includes both the continuous and
discrete cases and many others. The occasional liberties taken with limiting processes in the present analysis
can be justified in all cases of practical interest.

18. TS AND ENSEMBLES OFFUNCTIONS

We shall have to deal in the continuous case with sets of functions and ensembles of functions. A set of
functions, as the name implies, is merely a class or collection of functions, generally of one variable, time.
It can be specified by giving an explicit representation of the various functions in the set, or implicitly by
giving a property which functions in the set possess and others do not. Some examples are:

1. The set of functions:
fo(t) = sin(t +6).
Each particular value df determines a particular function in the set.
2. The set of all functions of time containing no frequencies Wearycles per second.
3. The set of all functions limited in band W and in amplitude té\.
4. The set of all English speech signals as functions of time.

An ensembleof functions is a set of functions together with a probability measure whereby we may
determine the probability of a function in the set having certain propérfies.example with the set,

fo(t) = sin(t +0),

we may give a probability distribution fa, P(6). The set then becomes an ensemble.
Some further examples of ensembles of functions are:

1. Afinite set of functiondy(t) (k= 1,2,...,n) with the probability offy being p.
2. Afinite dimensional family of functions
f(a1,az,...,an;t)
with a probability distribution on the parameters
p(a,...,an).

For example we could consider the ensemble defined by
n
f(aq,...,an,01,...,0n0t) = Za sini(wt + 6;)
i=

with the amplitudes; distributed normally and independently, and the phéseistributed uniformly
(from 0 to 2r) and independently.

1in mathematical terminology the functions belong to a measure space whose total measure is unity.
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3. The ensemble N
* _ sinm(2Wt—n)
f(a,t) = —
@n=3 Wt
with thea; normal and independent all with the same standard devigfMnThis is a representation
of “white” noise, band limited to the band from O\ cycles per second and with average poiNer

4. Let points be distributed on theaxis according to a Poisson distribution. At each selected point the
function f(t) is placed and the different functions added, giving the ensemble

[ee]

f(t+1t)

k=—00

where they are the points of the Poisson distribution. This ensemble can be considered as a type of
impulse or shot noise where all the impulses are identical.

5. The set of English speech functions with the probability measure given by the frequency of occurrence
in ordinary use.

An ensemble of function§, (t) is stationaryif the same ensemble results when all functions are shifted
any fixed amount in time. The ensemble

fo(t) = sin(t +0)
is stationary iff is distributed uniformly from 0 to 2. If we shift each function by, we obtain

fo(t +11) = sin(t +t +6)
=sin(t +¢)

with ¢ distributed uniformly from O to 2. Each function has changed but the ensemble as a whole is
invariant under the translation. The other examples given above are also stationary.

An ensemble irgodicif it is stationary, and there is no subset of the functions in the set with a
probability different from 0 and 1 which is stationary. The ensemble

sin(t +6)

is ergodic. No subset of these functions of probabit®, 1 is transformed into itself under all time trans-
lations. On the other hand the ensemble
asin(t +0)

with a distributed normally ané uniform is stationary but not ergodic. The subset of these functions with
abetween 0 and 1 for example is stationary.

Of the examples given, 3 and 4 are ergodic, and 5 may perhaps be considered so. If an ensemble is
ergodic we may say roughly that each function in the set is typical of the ensemble. More precisely it is
known that with an ergodic ensemble an average of any statistic over the ensemble is equal (with probability
1) to an average over the time translations of a particular function of the Beughly speaking, each
function can be expected, as time progresses, to go through, with the proper frequency, all the convolutions
of any of the functions in the set.

2This representation can be used as a definition of band limited white noise. It has certain advantages in that it involves fewer
limiting operations than do definitions that have been used in the past. The name “white noise,” already firmly entrenched in the
literature, is perhaps somewhat unfortunate. In optics white light means either any continuous spectrum as contrasted with a point
spectrum, or a spectrum which is flat witlavelength(which is not the same as a spectrum flat with frequency).

3This is the famous ergodic theorem or rather one aspect of this theorem which was proved in somewhat different formulations
by Birkoff, von Neumann, and Koopman, and subsequently generalized by Wiener, Hopf, Hurewicz and others. The literature on
ergodic theory is quite extensive and the reader is referred to the papers of these writers for precise and general formulations; e.g.,
E. Hopf, “Ergodentheorie Ergebnisse der Mathematik und ihrer Grenzgebiet&; “On Causality Statistics and Probabilitydurnal
of Mathematics and Physicg, XllI, No. 1, 1934; N. Wiener, “The Ergodic Theorenijuke Mathematical Journal;. 5, 1939.
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Just as we may perform various operations on numbers or functions to obtain new numbers or functions,
we can perform operations on ensembles to obtain new ensembles. Suppose, for example, we have an
ensemble of function$, (t) and an operatof which gives for each functior, (t) a resulting function
0a(1):

Oa(t) =T 1o (0).

Probability measure is defined for the ggft) by means of that for the sé (t). The probability of a certain
subset of th@, (t) functions is equal to that of the subset of thét) functions which produce members of
the given subset gj functions under the operatidn Physically this corresponds to passing the ensemble
through some device, for example, a filter, a rectifier or a modulator. The output functions of the device
form the ensemblg, (t).

A device or operatof will be called invariant if shifting the input merely shifts the output, i.e., if

Oa (t) =Tf, (t)

implies
Oo(t+1t1) =T fo(t+11)

for all f,(t) and allt;. Itis easily shown (see Appendix 5 thaflifis invariant and the input ensemble is
stationary then the output ensembile is stationary. Likewise if the input is ergodic the output will also be
ergodic.

A filter or a rectifier is invariant under all time translations. The operation of modulation is not since the
carrier phase gives a certain time structure. However, modulation is invariant under all translations which
are multiples of the period of the carrier.

Wiener has pointed out the intimate relation between the invariance of physical devices under time
translations and Fourier theotyHe has shown, in fact, that if a device is linear as well as invariant Fourier
analysis is then the appropriate mathematical tool for dealing with the problem.

An ensemble of functions is the appropriate mathematical representation of the messages produced by
a continuous source (for example, speech), of the signals produced by a transmitter, and of the perturbing
noise. Communication theory is properly concerned, as has been emphasized by Wiener, not with operations
on particular functions, but with operations on ensembles of functions. A communication system is designed
not for a particular speech function and still less for a sine wave, but for the ensemble of speech functions.

19. BAND LIMITED ENSEMBLES OFFUNCTIONS

If a function of timef (t) is limited to the band from O t@/ cycles per second it is completely determined
by giving its ordinates at a series of discrete points sp@&,esleconds apart in the manner indicated by the
following result®

Theorem 13:Let f(t) contain no frequencies ov&f. Then

sinT(2Wt—n)
= 3% T
where n
X="1(zy)

4Communication theory is heavily indebted to Wiener for much of its basic philosophy and theory. His classic NDRC report,
The Interpolation, Extrapolation and Smoothing of Stationary Time Sévidlsy, 1949), contains the first clear-cut formulation of
communication theory as a statistical problem, the study of operations on time series. This work, although chiefly concerned with the
linear prediction and filtering problem, is an important collateral reference in connection with the present paper. We may also refer
here to Wiener'Cybernetic§Wiley, 1948), dealing with the general problems of communication and control.

5For a proof of this theorem and further discussion see the author's paper “Communication in the Presence of Noise” published in
the Proceedings of the Institute of Radio Engineets37, No. 1, Jan., 1949, pp. 10-21.
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In this expansiorf (t) is represented as a sum of orthogonal functions. The coefficigmisthe various
terms can be considered as coordinates in an infinite dimensional “function space.” In this space each
function corresponds to precisely one point and each point to one function.

A function can be considered to be substantially limited to a fimgall the ordinatesx, outside this
interval of time are zero. In this case all b(t\® of the coordinates will be zero. Thus functions limited to
a bandV and durationT correspond to points in a space af\& dimensions.

A subset of the functions of bal and duratioT corresponds to a region in this space. For example,
the functions whose total energy is less than or equial¢orrespond to points in a2V dimensional sphere
with radiusr = v2WE.

An ensembl@f functions of limited duration and band will be represented by a probability distribution
p(xa,...,%n) inthe correspondingdimensional space. If the ensemble is not limited in time we can consider
the 2ZTW coordinates in a given interv@lto represent substantially the part of the function in the intéfval
and the probability distributiop(xs, . .. ,X,) to give the statistical structure of the ensemble for intervals of
that duration.

20. ENTROPY OF ACONTINUOUS DISTRIBUTION

The entropy of a discrete set of probabilits. . ., p, has been defined as:

H=-> pilogpi.

In an analogous manner we define the entropy of a continuous distribution with the density distribution
function p(x) by:

H= —/ p(x) log p(x) dx.
With ann dimensional distributiop(xg, ..., X)) we have

H :_/.../p(xl,...,xn)logp(xl,...,xn)dxl...dm

If we have two arguments andy (which may themselves be multidimensional) the joint and conditional
entropies ofp(x,y) are given by

Hxy) == [[ pix.y)logp(xy)dxdy

and
_ p(X,y)
Hx(y) = — / / p(x,y)log o0 dxdy
00 = - [ pixyog BEX axay
where

P9 = [ plxy)dy
p(y) = [ plx.y)dx

The entropies of continuous distributions have most (but not all) of the properties of the discrete case.
In particular we have the following:

1. If xis limited to a certain volumein its space, thehl (x) is a maximum and equal to legvhenp(x)
is constant (1v) in the volume.
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2. With any two variableg, y we have
H(x,y) <H(X) +H(y)

with equality if (and only if)x andy are independent, i.ep(x,y) = p(X) p(y) (apart possibly from a
set of points of probability zero).

3. Consider a generalized averaging operation of the following type:

P = [alcy)podx

with
/a(x,y)dx: /a(x,y)dy: 1, a(x,y) > 0.

Then the entropy of the averaged distributipity) is equal to or greater than that of the original
distributionp(x).

4. We have

H(xy) = H(X) +Hx(y) = H(y) + Hy(X)

and

Hx(y) < H(y).

5. Letp(x) be a one-dimensional distribution. The formpgk) giving a maximum entropy subject to the
condition that the standard deviatiomadbfe fixed atr is Gaussian. To show this we must maximize

HO0 = - [ PO)logp(X) dx
with
02:/p(x)x2dx and 1:/p(x)dx
as constraints. This requires, by the calculus of variations, maximizing

[ 1=P(10gp(x) + APOORZ + p(x)] dx

The condition for this is
—1—logp(X) + MW +pu=0

and consequently (adjusting the constants to satisfy the constraints)

1 X2/20'2)

p(x) = mef( :

Similarly in n dimensions, suppose the second order moment&®f...,x,) are fixed aty;:

Ajj :/~~~/Xinp(Xl,---,Xn)er“an-

Then the maximum entropy occurs (by a similar calculation) whea, . .. ,x,) is then dimensional
Gaussian distribution with the second order momets
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6. The entropy of a one-dimensional Gaussian distribution whose standard deviatigrgisen by
H(x) = logVv2reo.
This is calculated as follows:

1 0220

2
X
—logp(x) =logVv2ro + 292

- / p(x) log p(x) dx
- / p(X) logv/27o dx+ / p(X)
=logVv2ro + %‘22

=logV/27o + log/e
=logVv 2reo.

Similarly then dimensional Gaussian distribution with associated quadratic &gria given by

ajj
o Xe) = A2 'n/z exp(~3 Y aiix;)
and the entropy can be calculated as
= log(2re)"?|ay;| 2

wherela;j| is the determinant whose elements age

7. If xis limited to a half line p(x) = 0 for x < 0) and the first moment ofis fixed ata:

a= [ poxax

then the maximum entropy occurs when
1
— —g X3
= —€
P(x) =7

and is equal to loga

8. There is one important difference between the continuous and discrete entropies. In the discrete case
the entropy measures in asoluteway the randomness of the chance variable. In the continuous
case the measurement&ative to the coordinate systerf we change coordinates the entropy will
in general change. In fact if we change to coordingies- y, the new entropy is given by

9= [ [ p0a,3(7) ogptx..... )35 ) -~y

wherel (>—‘) is the Jacobian of the coordinate transformation. On expanding the logarithm and chang-
ing the variables ta; - - - X,, we obtain:

/ /pxl, X IogJ(y)dx1 .dXn.
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Thus the new entropy is the old entropy less the expected logarithm of the Jacobian. In the continuous
case the entropy can be considered a measure of randoraladise to an assumed standartamely

the coordinate system chosen with each small volume elethent- dx, given equal weight. When

we change the coordinate system the entropy in the new system measures the randomness when equal
volume elementdy; - - - dy,, in the new system are given equal weight.

In spite of this dependence on the coordinate system the entropy concept is as important in the con-
tinuous case as the discrete case. This is due to the fact that the derived concepts of information rate
and channel capacity depend on tiferenceof two entropies and this differencies notdepend

on the coordinate frame, each of the two terms being changed by the same amount.

The entropy of a continuous distribution can be negative. The scale of measurements sets an arbitrary
zero corresponding to a uniform distribution over a unit volume. A distribution which is more confined
than this has less entropy and will be negative. The rates and capacities will, however, always be non-
negative.

9. A particular case of changing coordinates is the linear transformation
W:Z%W
In this case the Jacobian is simply the determirapit * and
H(y) = H(x) +log a;|-
In the case of a rotation of coordinates (or any measure preserving transforrdatidnandH (y) =
H(x).
21. ENTROPY OF ANENSEMBLE OF FUNCTIONS

Consider an ergodic ensemble of functions limited to a certain band of Widtycles per second. Let

p(X1, .., %n)

be the density distribution function for amplitudes...,x, atn successive sample points. We define the
entropy of the ensemble per degree of freedom by

:‘k'ﬂln/ /p X1,---, %) l0gp(Xa, - .., Xn) dXq . .. dX.
We may also define an entropy per second by dividing, not by, but by the timeT in seconds fon
samples. Since = 2TW, H = 2WH'.

With white thermal noise is Gaussian and we have

=logVv2reN,
H =WIlog2reN.

For a given average pow#t, white noise has the maximum possible entropy. This follows from the
maximizing properties of the Gaussian distribution noted above.

The entropy for a continuous stochastic process has many properties analogous to that for discrete pro-
cesses. In the discrete case the entropy was related to the logarithmpobliadility of long sequences,
and to thenumberof reasonably probable sequences of long length. In the continuous case it is related in
a similar fashion to the logarithm of th@obability densityfor a long series of samples, and trumeof
reasonably high probability in the function space.

More precisely, if we assumgxy, ...,Xn) continuous in all the; for all n, then for sufficiently large

logp
n

H/
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for all choices of(x1,...,X,) apart from a set whose total probability is less thawith § ande arbitrarily
small. This follows form the ergodic property if we divide the space into a large number of small cells.

The relation ofH to volume can be stated as follows: Under the same assumptions consider the
dimensional space correspondingp(xy,...,X,). LetVy(q) be the smallest volume in this space which
includes in its interior a total probability. Then

Lim IOQVH(Q) — H/
n—oo n
providedqg does not equal O or 1.

These results show that for largéhere is a rather well-defined volume (at least in the logarithmic sense)
of high probability, and that within this volume the probability density is relatively uniform (again in the
logarithmic sense).

In the white noise case the distribution function is given by

1 1
P(X1,...,%n) = 2N exp—o5 ZX"Z'
Since this depends only oz»(i2 the surfaces of equal probability density are spheres and the entire distri-
bution has spherical symmetry. The region of high probability is a sphere of rgis As n — o the
probability of being outside a sphere of radiy#(N + €) approaches zero arv};dtimes the logarithm of the
volume of the sphere approaches{6greN.

In the continuous case it is convenient to work not with the entkbmf an ensemble but with a derived
guantity which we will call the entropy power. This is defined as the power in a white noise limited to the
same band as the original ensemble and having the same entropy. In other Wiristiie entropy of an
ensemble its entropy power is L

!
N1 = 27reexp2—| .
In the geometrical picture this amounts to measuring the high probability volume by the squared radius of a
sphere having the same volume. Since white noise has the maximum entropy for a given power, the entropy
power of any noise is less than or equal to its actual power.

22. ENTROPY LOSS INLINEAR FILTERS

Theorem 14:If an ensemble having an entrofly per degree of freedom in bakd is passed through a
filter with characteristitY (f) the output ensemble has an entropy

_ 1 2
H2_H1+W/WIog|Y(f)| df.

The operation of the filter is essentially a linear transformation of coordinates. If we think of the different
frequency components as the original coordinate system, the new frequency components are merely the old
ones multiplied by factors. The coordinate transformation matrix is thus essentially diagonalized in terms
of these coordinates. The Jacobian of the transformation is @re anch cosine components)

n
I=T]IV(f)P
il

where thef; are equally spaced through the bAdThis becomes in the limit

1

— [ log|Y(f)]2df.

expy [ logl¥ (1) 7d

Sincel is constant its average value is the same quantity and applying the theorem on the change of entropy

with a change of coordinates, the result follows. We may also phrase it in terms of the entropy power. Thus
if the entropy power of the first ensembleNg that of the second is

Nlexpv—t /Wlog IY(f)2df.
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TABLE |

ENTROPY| ENTROPY
GAIN POWER |POWER GAIN|  IMPULSE RESPONSE
FACTOR |IN DECIBELS
1
1w --- .
w > 1 869 Siré(t/2)
2 2/2
0 w 1
1
1-w? --—> 2\4 sint  cost
E (5) | 5% 2|57 - 7
0 w 1
1
1—wd --—> cog—1 cogt = sint
i 0411 | -387 6{ o7 t—s}
0 w 1
1
Vi—o2--- 2\ 2
lwsmm> () 267 LU
e 2t
0 w 1
1
|
|
: 1 8.6% ! [cog1—a)t —cost]
T _8 L —a)t—
: e at?
o
0 w 1

The final entropy power is the initial entropy power multiplied by the geometric mean gain of the filter. If
the gain is measured ifb, then the output entropy power will be increased by the arithmetic migain
overW.

In Table | the entropy power loss has been calculated (and also expresi®dana number of ideal
gain characteristics. The impulsive responses of these filters are also giVér£f@rr, with phase assumed
to be 0.

The entropy loss for many other cases can be obtained from these results. For example the entropy
power factor J€? for the first case also applies to any gain characteristic obtain frerw by a measure
preserving transformation of theaxis. In particular a linearly increasing gaifw) = w, or a “saw tooth”
characteristic between 0 and 1 have the same entropy loss. The reciprocal gain has the reciprocal factor.
Thus J/w has the facto€?. Raising the gain to any power raises the factor to this power.

23. BENTROPY OF ASUM OF TWO ENSEMBLES

If we have two ensembles of functiofig(t) andgs (t) we can form a new ensemble by “addition.” Suppose
the first ensemble has the probability density funciigry,...,X,) and the second(xy,...,Xn). Then the
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density function for the sum is given by the convolution:

r(xl,..-,xn):/---/p(yl,-..,yn)q(xl—yl,...,xn—yn)dyl---dyn.

Physically this corresponds to adding the noises or signals represented by the original ensembles of func-
tions.
The following result is derived in Appendix 6.

Theorem 15:Let the average power of two ensembles\heandN, and let their entropy powers b&
andN,. Then the entropy power of the suNlg, is bounded by

N1+ N2 <Nz < Ni+ No.

White Gaussian noise has the peculiar property that it can absorb any other noise or signal ensemble
which may be added to it with a resultant entropy power approximately equal to the sum of the white noise
power and the signal power (measured from the average signal value, which is normally zero), provided the
signal power is small, in a certain sense, compared to noise.

Consider the function space associated with these ensembles maglingensions. The white noise
corresponds to the spherical Gaussian distribution in this space. The signal ensemble corresponds to another
probability distribution, not necessarily Gaussian or spherical. Let the second moments of this distribution
about its center of gravity ba;. Thatis, if p(Xy,...,X) is the density distribution function

aij :/---/p(x.-—ai)(xj—aj)dxl---dxn

where thewy; are the coordinates of the center of gravity. Nayis a positive definite quadratic form, and
we can rotate our coordinate system to align it with the principal directions of this &jiis.then reduced
to diagonal formb;;. We require that eachy; be small compared t, the squared radius of the spherical
distribution.
In this case the convolution of the noise and signal produce approximately a Gaussian distribution whose
corresponding quadratic form is
N + bj.

The entropy power of this distribution is
1/n
[N+ b))
or approximately
1/n
= [N+ 3 i ()]
) 1
The last term is the signal power, while the first is the noise power.

PART IV: THE CONTINUOUS CHANNEL

24. THE CAPACITY OF A CONTINUOUS CHANNEL

In a continuous channel the input or transmitted signals will be continuous functions dftijreelonging

to a certain set, and the output or received signals will be perturbed versions of these. We will consider
only the case where both transmitted and received signals are limited to a certaWbdingy can then

be specified, for a tim&, by 2T W numbers, and their statistical structure by finite dimensional distribution
functions. Thus the statistics of the transmitted signal will be determined by

P(x1,...,%n) = P(X)
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and those of the noise by the conditional probability distribution

P, (Y1, -+, Yn) = Px(Y).

The rate of transmission of information for a continuous channel is defined in a way analogous to that
for a discrete channel, namely
R=H(X) — Hy(x)

whereH (x) is the entropy of the input artdy(x) the equivocation. The channel capacitys defined as the
maximum ofR when we vary the input over all possible ensembles. This means that in a finite dimensional
approximation we must vai§(x) = P(x,...,%,) and maximize

/P ) logP(x) dx+//P X,Y) Iog ))dxdy

This can be written

/nylogP'ZE (;)dxdy

using the fact thajf/ P(x,y) logP(x) dxdy= /P(x) logP(x) dx. The channel capacity is thus expressed as
follows:

,y)
C=LiImM P I dxd
TLngo Pax / xy og ( ) Y

It is obvious in this form thaR andC are mdependent of the coordinate system since the numerator
. . P(xy) . - .
and denominator in lo XPY) will be multiplied by the same factors wherandy are transformed in
any one-to-one way. This integral expression@das more general thaH (x) — Hy(x). Properly interpreted
(see Appendix 7) it will always exist whild (x) — Hy(x) may assume an indeterminate fom- o in some
cases. This occurs, for examplexils limited to a surface of fewer dimensions tham its n dimensional
approximation.

If the logarithmic base used in computif(x) andHy(x) is two thenC is the maximum number of
binary digits that can be sent per second over the channel with arbitrarily small equivocation, just as in
the discrete case. This can be seen physically by dividing the space of signals into a large number of
small cells, sufficiently small so that the probability den$#yy) of signalx being perturbed to pointis
substantially constant over a cell (eithexafr y). If the cells are considered as distinct points the situation is
essentially the same as a discrete channel and the proofs used there will apply. But it is clear physically that
this quantizing of the volume into individual points cannot in any practical situation alter the final answer
significantly, provided the regions are sufficiently small. Thus the capacity will be the limit of the capacities
for the discrete subdivisions and this is just the continuous capacity defined above.

On the mathematical side it can be shown first (see Appendix 7) thad the messageis the signal,

y is the received signal (perturbed by noise) anglthe recovered message then

H(X) — Hy(x) > H(u) — Hy(u)

regardless of what operations are performedida obtainx or ony to obtainv. Thus no matter how we
encode the binary digits to obtain the signal, or how we decode the received signal to recover the message,
the discrete rate for the binary digits does not exceed the channel capacity we have defined. On the other
hand, it is possible under very general conditions to find a coding system for transmitting binary digits at the
rateC with as small an equivocation or frequency of errors as desired. This is true, for example, if, when we
take a finite dimensional approximating space for the signal functiR{gy) is continuous in botlx andy
except at a set of points of probability zero.

An important special case occurs when the noise is added to the signal and is independent of it (in the
probability sense). TheR(y) is a function only of the difference= (y — x),

Ru(y) = Qy—x)
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and we can assign a definite entropy to the noise (independent of the statistics of the signal), namely the
entropy of the distributio®@(n). This entropy will be denoted by (n).

Theorem 16:If the signal and noise are independent and the received signal is the sum of the transmitted
signal and the noise then the rate of transmission is

R=H(y) —H(n),
i.e., the entropy of the received signal less the entropy of the noise. The channel capacity is
C= I\F/)I&)XH(y) —H(n).
We have, sincg = x+n:
H(x,y) = H(x,n).
Expanding the left side and using the fact tkandn are independent

H(y) + Hy(x) = H(x) + H(n).

Hence
R=H(x) —Hy(x) =H(y) —H(n).

SinceH (n) is independent dP(x), maximizingR requires maximizingd (y), the entropy of the received
signal. If there are certain constraints on the ensemble of transmitted signals, the entropy of the received
signal must be maximized subject to these constraints.

25. CHANNEL CAPACITY WITH AN AVERAGE POWER LIMITATION

A simple application of Theorem 16 is the case when the noise is a white thermal noise and the transmitted
signals are limited to a certain average powerThen the received signals have an average p&veN

whereN is the average noise power. The maximum entropy for the received signals occurs when they also
form a white noise ensemble since this is the greatest possible entropy for apeWeand can be obtained

by a suitable choice of transmitted signals, namely if they form a white noise ensemble offoWiee

entropy (per second) of the received ensemble is then

H(y) =WIlog2re(P+ N),

and the noise entropy is
H(n) =Wlog2reN.

The channel capacity is
C=H(y)—H(n) :wmgPEN.

Summarizing we have the following:

Theorem 17:The capacity of a channel of bawd perturbed by white thermal noise povwwémhen the
average transmitter power is limitedRds given by

P+N
C=WIlo .
9 N
This means that by sufficiently involved encoding systems we can transmit binary digits at the rate

P+N . . L . . .
Wlog, + bits per second, with arbitrarily small frequency of errors. It is not possible to transmit at a

higher rate by any encoding system without a definite positive frequency of errors.
To approximate this limiting rate of transmission the transmitted signals must approximate, in statistical
properties, a white noise.A system which approaches the ideal rate may be described as follows: Let

6This and other properties of the white noise case are discussed from the geometrical point of view in “Communication in the
Presence of Noiselbc. cit.
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M = 2% samples of white noise be constructed each of durdtiohhese are assigned binary numbers from

0 toM — 1. At the transmitter the message sequences are broken up into grosipadfor each group

the corresponding noise sample is transmitted as the signal. At the receilérsthmples are known and

the actual received signal (perturbed by noise) is compared with each of them. The sample which has the
least R.M.S. discrepancy from the received signal is chosen as the transmitted signal and the corresponding
binary number reconstructed. This process amounts to choosing the most prabpbstetior) signal.

The numbeM of noise samples used will depend on the tolerable frequenégrrors, but for almost all
selections of samples we have

.. logM(e,T) P+N
LimLim ————~> =Wlog———
el—)rng—To T 9 N

)

so that no matter how smallis chosen, we can, by takingsufficiently large, transmit as near as we wish

P+N
to TWlog E

o P . . .
Formulas similar taC = Wlog for the white noise case have been developed independently

by several other writers, although with somewhat different interpretations. We may mention the work of
N. Wiener! W. G. Tuller® and H. Sullivan in this connection.

In the case of an arbitrary perturbing noise (not necessarily white thermal noise) it does not appear that
the maximizing problem involved in determining the channel cap&itgn be solved explicitly. However,
upper and lower bounds can be set@an terms of the average noise powéthe noise entropy powe;.
These bounds are sufficiently close together in most practical cases to furnish a satisfactory solution to the
problem.

Theorem 18:The capacity of a channel of bakd perturbed by an arbitrary noise is bounded by the
inequalities

binary digits in the timel .
+N

P+ Ny P+N
<C<Wilo
Nt — — g Ny

Wlog
where

P = average transmitter power
N = average noise power
N1 = entropy power of the noise.

Here again the average power of the perturbed signals wilt béN. The maximum entropy for this
power would occur if the received signal were white noise and would/ieg 2re(P + N). It may not
be possible to achieve this; i.e., there may not be any ensemble of transmitted signals which, added to the
perturbing noise, produce a white thermal noise at the receiver, but at least this sets an upper Héynd to
We have, therefore

C =MaxH(y) —H(n)
<Wilog2re(P+ N) —Wlog 2reN;.

This is the upper limit given in the theorem. The lower limit can be obtained by considering the rate if we
make the transmitted signal a white noise, of pofen this case the entropy power of the received signal
must be at least as great as that of a white noise of pBweN; since we have shown in in a previous
theorem that the entropy power of the sum of two ensembles is greater than or equal to the sum of the
individual entropy powers. Hence

MaxH (y) > Wlog2re(P+ Ny)
"Cybernetics, loc. cit.

8“Theoretical Limitations on the Rate of Transmission of InformatidPrbceedings of the Institute of Radio Engineers37,
No. 5, May, 1949, pp. 468-78.
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and

C > WIlog2re(P+ N;) —Wlog2reN

P+N
=Wlog E =
1

As P increases, the upper and lower bounds approach each other, so we have as an asymptotic rate

P+N

Wlog N
1

If the noise is itself whiteN = N; and the result reduces to the formula proved previously:

C:WIog(1+ ;)

If the noise is Gaussian but with a spectrum which is not necessaril|Nilas, the geometric mean of
the noise power over the various frequencies in the Mgn@hus

Ni = expviv/wlogN(f)df

whereN(f) is the noise power at frequendy
Theorem 19:If we set the capacity for a given transmitter powegqual to
P+N-—n

C=WIlog N
1

thenn is monotonic decreasing Bsncreases and approaches 0 as a limit.
Suppose that for a given power the channel capacity is

Pr+N-—m

Wlog N
1

This means that the best signal distribution, séy), when added to the noise distributigfx), gives a
received distributiom(y) whose entropy power i€ + N — 7). Let us increase the power B + AP by
adding a white noise of powetP to the signal. The entropy of the received signal is now at least

H(y) = Wlog2re(Py + N — 11 + AP)

by application of the theorem on the minimum entropy power of a sum. Hence, since we can attain the
H indicated, the entropy of the maximizing distribution must be at least as gregtrandt be monotonic
decreasing. To show that— 0 asP — o consider a signal which is white noise with a lajeWhatever

the perturbing noise, the received signal will be approximately a white noRés sufficiently large, in the

sense of having an entropy power approactirgN.

26. THE CHANNEL CAPACITY WITH A PEAK POWER LIMITATION

In some applications the transmitter is limited not by the average power output but by the peak instantaneous
power. The problem of calculating the channel capacity is then that of maximizing (by variation of the
ensemble of transmitted symbols)

H(y) —H(n)

subject to the constraint that all the functiof($) in the ensemble be less than or equalA8, say, for all
t. A constraint of this type does not work out as well mathematically as the average power limitation. The

most we have obtained for this case is a lower bound valid foEthn “asymptotic” upper bound (valid

for Iarge%) and an asymptotic value &ffor E small.
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Theorem 20:The channel capaci® for a bandW perturbed by white thermal noise of poweris

bounded by
S

2
>Wlog—s —
€2 Wlog me3 N’
whereS s the peak allowed transmitter power. For sufficiently Ia%e

2
=S+N
C <WlogZ& N (1+e¢)

wheree is arbitrarily small. Ass — 0 (and provided the banlil starts ab)

C/Wlog<1+§> - 1

We wish to maximize the entropy of the received S|gnalﬁlfs large this will occur very nearly when

we maximize the entropy of the transmitted ensemble.

The asymptotic upper bound is obtained by relaxing the conditions on the ensemble. Let us suppose that
the power is limited t&@ not at every instant of time, but only at the sample points. The maximum entropy of
the transmitted ensemble under these weakened conditions is certainly greater than or equal to that under the
original conditions. This altered problem can be solved easily. The maximum entropy occurs if the different
samples are independent and have a distribution function which is constant fy@to ++/S The entropy
can be calculated as

Wlog4sS.

The received signal will then have an entropy less than

Wlog(4S+ 2reN)(1+e¢)

withe — 0 ass — oo and the channel capacity is obtained by subtracting the entropy of the white noise,

W log 2reN:
2

=S+N
Wlog(4S+ 2reN)(1+ €) — Wlog(2reN) = Wlog % (1+e€).

This is the desired upper bound to the channel capacity.

To obtain a lower bound consider the same ensemble of functions. Let these functions be passed through
an ideal filter with a triangular transfer characteristic. The gain is to be unity at frequency 0 and decline
linearly down to gain O at frequendy. We first show that the output functions of the filter have a peak

. . . . . sin2rtwt . .
power limitationS at all times (not just the sample points). First we note that a pugsw going into
i

the filter produces
1si tWt
2 (7Wt)?
in the output. This function is never negative. The input function (in the general case) can be thought of as

the sum of a series of shifted functions )
sin2rWt

ai
27Wt

wherea, the amplitude of the sample, is not greater tk@ Hence the output is the sum of shifted functions

of the non-negative form above with the same coefficients. These functions being non-negative, the greatest
positive value for any is obtained when all the coefficierashave their maximum positive values, i.¢/S.

In this case the input function was a constant of amplit@and since the filter has unit gain for D.C., the
output is the same. Hence the output ensemble has a peak Bower
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The entropy of the output ensemble can be calculated from that of the input ensemble by using the
theorem dealing with such a situation. The output entropy is equal to the input entropy plus the geometrical

mean gain of the filter:
W W W—1f\2
logG? f:/ log( X1} df = —aw.
/o 0gG“d ; og( W ) d

Hence the output entropy is

WIog4S—2\N:WIog§’

and the channel capacity is greater than

2'S
WIOQ%N.

We now wish to show that, for sma& (peak signal power over average white noise power), the channel
capacity is approximately

S
C_Wlog<1jL N)'

More precisebC/WIog <1+ %) -1 as% — 0. Since the average signal powers less than or equal

. S
to the peal§, it follows that for all N
C< Wlog<11L E) < Wlog<1jL S) .

. . : S
Therefore, if we can find an ensemble of functions such that they correspond to a ratéVieg(yl + N

and are limited to ban@/ and pealkSthe result will be proved. Consider the ensemble of functions of the
following type. A series of samples have the same value, eithefSor —/S, then the next samples have

the same value, etc. The value for a series is chosen at random, prob@lﬁu‘iityr\/é and% for —/S If

this ensemble be passed through a filter with triangular gain characteristic (unit gain at D.C.), the output is
peak limited to+S. Furthermore the average power is ne&jnd can be made to approach this by taking
sufficiently large. The entropy of the sum of this and the thermal noise can be found by applying the theorem
on the sum of a noise and a small signal. This theorem will apply if

S
AN

. - . S .
is sufficiently small. This can be ensured by taklﬂgsmall enough (afteris chosen). The entropy power
will be S+ N to as close an approximation as desired, and hence the rate of transmission as near as we wish

to SiN
_+_
Wlog<T>.

PART V: THE RATE FOR A CONTINUOUS SOURCE

27. HDELITY EVALUATION FUNCTIONS

In the case of a discrete source of information we were able to determine a definite rate of generating
information, namely the entropy of the underlying stochastic process. With a continuous source the situation
is considerably more involved. In the first place a continuously variable quantity can assume an infinite
number of values and requires, therefore, an infinite number of binary digits for exact specification. This
means that to transmit the output of a continuous sourceexlat recoverat the receiving point requires,
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in general, a channel of infinite capacity (in bits per second). Since, ordinarily, channels have a certain
amount of noise, and therefore a finite capacity, exact transmission is impossible.

This, however, evades the real issue. Practically, we are not interested in exact transmission when we
have a continuous source, but only in transmission to within a certain tolerance. The question is, can we
assign a definite rate to a continuous source when we require only a certain fidelity of recovery, measured in
a suitable way. Of course, as the fidelity requirements are increased the rate will increase. It will be shown
that we can, in very general cases, define such a rate, having the property that it is possible, by properly
encoding the information, to transmit it over a channel whose capacity is equal to the rate in question, and
satisfy the fidelity requirements. A channel of smaller capacity is insufficient.

It is first necessary to give a general mathematical formulation of the idea of fidelity of transmission.
Consider the set of messages of a long duration,Tsagconds. The source is described by giving the
probability density, in the associated space, that the source will select the message in @estidigiven
communication system is described (from the external point of view) by giving the conditional probability
P«(y) that if message is produced by the source the recovered message at the receiving pointyvill fre
system as a whole (including source and transmission system) is described by the probability R(rggion
of having messageand final outpuy. If this function is known, the complete characteristics of the system
from the point of view of fidelity are known. Any evaluation of fidelity must correspond mathematically
to an operation applied tB(x,y). This operation must at least have the properties of a simple ordering of
systems; i.e., it must be possible to say of two systems represenekby) andP,(x,y) that, according to
our fidelity criterion, either (1) the first has higher fidelity, (2) the second has higher fidelity, or (3) they have
equal fidelity. This means that a criterion of fidelity can be represented by a numerically valued function:

V(P(x,y))

whose argument ranges over possible probability functRirsy).

We will now show that under very general and reasonable assumptions the fur(@t(txw)) can be
written in a seemingly much more specialized form, namely as an average of a funstiphover the set
of possible values of andy:

v(Px) = [[ POxy)pixy) dxdy

To obtain this we need only assume (1) that the source and system are ergodic so that a very long sample
will be, with probability nearly 1, typical of the ensemble, and (2) that the evaluation is “reasonable” in the
sense that it is possible, by observing a typical input and oxpandy;, to form a tentative evaluation

on the basis of these samples; and if these samples are increased in duration the tentative evaluation will,
with probability 1, approach the exact evaluation based on a full knowled®éxgy). Let the tentative
evaluation bey(x,y). Then the functiop(x,y) approaches (8 — ) a constant for almost afk, y) which

are in the high probability region corresponding to the system:

p(xy) = V(P(xy))
and we may also write
pxy) = [[ POx)p(xy)dxdy

// P(x,y)dxdy= 1.

This establishes the desired result.

The functiorp(x,y) has the general nature of a “distance” betweandy.® It measures how undesirable
it is (according to our fidelity criterion) to receiyewhenx is transmitted. The general result given above
can be restated as follows: Any reasonable evaluation can be represented as an average of a distance function
over the set of messages and recovered messeagasdy weighted according to the probabiliB(x,y) of
getting the pair in question, provided the durafioof the messages be taken sufficiently large.

The following are simple examples of evaluation functions:

since

9tis not a “metric” in the strict sense, however, since in general it does not satisfy githg) = p(y, X) or p(x,y) + p(¥,2) > p(X, 2).
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1. R.M.S. criterion.
v=(x(t) - y(t)%

In this very commonly used measure of fidelity the distance fungtigry) is (apart from a constant
factor) the square of the ordinary Euclidean distance between the paamsy in the associated

function space.
p(x ):——/ BG}—(det

2. Frequency weighted R.M.S. criterion. More generally one can apply different weights to the different
frequency components before using an R.M.S. measure of fidelity. This is equivalent to passing the
differencex(t) — y(t) through a shaping filter and then determining the average power in the output.

Thus let
e(t) = x(t) —y(t)
and -
Ft) = /_ _e(k(t—r)dr
then

]
ooy =1 [ 7

]
oY) =1 [0 -yo]dt

4. The structure of the ear and brain determine implicitly an evaluation, or rather a number of evaluations,
appropriate in the case of speech or music transmission. There is, for example, an “intelligibility”
criterion in whichp(x,y) is equal to the relative frequency of incorrectly interpreted words when
message(t) is received ag(t). Although we cannot give an explicit representatiop©fy) in these
cases it could, in principle, be determined by sufficient experimentation. Some of its properties follow
from well-known experimental results in hearing, e.g., the ear is relatively insensitive to phase and the
sensitivity to amplitude and frequency is roughly logarithmic.

3. Absolute error criterion.

5. The discrete case can be considered as a specialization in which we have tacitly assumed an evaluation
based on the frequency of errors. The funcidn y) is then defined as the number of symbols in the
sequence differing from the corresponding symbolsxrdivided by the total number of symbols in
X.

28. THE RATE FOR A SOURCE RELATIVE TO A FIDELITY EVALUATION

We are now in a position to define a rate of generating information for a continuous source. We are given
P(x) for the source and an evaluatigrdetermined by a distance functigiix,y) which will be assumed
continuous in bottx andy. With a particular systerR(x,y) the quality is measured by

v= //p(x,y)P(x,y)dxdy

Furthermore the rate of flow of binary digits correspondingtr,y) is

R= //nylog (;)dxdy

We define the rat®; of generating information for a given quality of reproduction to be the minimum of
Rwhen we keep fixed atv, and varyPx(y). That is:

dxdy

Rl_Mln/ P(x,y)log P(x 32)

P(X)P(y)
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subject to the constraint:
V1= // P(x,y)p(x,y) dxdy

This means that we consider, in effect, all the communication systems that might be used and that
transmit with the required fidelity. The rate of transmission in bits per second is calculated for each one
and we choose that having the least rate. This latter rate is the rate we assign the source for the fidelity in
guestion.

The justification of this definition lies in the following result:

Theorem 21:If a source has a raf for a valuationvy it is possible to encode the output of the source
and transmit it over a channel of capadltyvith fidelity as neak, as desired providegdy < C. This is not
possible iRy > C.

The last statement in the theorem follows immediately from the definitid® @ind previous results. If
it were not true we could transmit more th@rbits per second over a channel of capa€ityThe first part
of the theorem is proved by a method analogous to that used for Theorem 11. We may, in the first place,
divide the(x,y) space into a large number of small cells and represent the situation as a discrete case. This
will not change the evaluation function by more than an arbitrarily small amount (when the cells are very
small) because of the continuity assumed0x,y). Suppose thaPi(x,y) is the particular system which
minimizes the rate and givég. We choose from the high probabilifis a set at random containing

2(Ru+e)T

members where — 0 asT — «. With largeT each chosen point will be connected by a high probability
line (as in Fig. 10) to a set ofs. A calculation similar to that used in proving Theorem 11 shows that with
largeT almost allx’s are covered by the fans from the choggoints for almost all choices of thes. The
communication system to be used operates as follows: The selected points are assigned binary numbers.
When a messageis originated it will (with probability approaching 1 8 — o) lie within at least one
of the fans. The corresponding binary number is transmitted (or one of them chosen arbitrarily if there are
several) over the channel by suitable coding means to give a small probability of errorRpitice this is
possible. At the receiving point the correspondjnig reconstructed and used as the recovered message.

The evaluation/] for this system can be made arbitrarily closevioby taking T sufficiently large.
This is due to the fact that for each long sample of mesgégeand recovered messagg) the evaluation
approachesg; (with probability 1).

It is interesting to note that, in this system, the noise in the recovered message is actually produced by a
kind of general quantizing at the transmitter and not produced by the noise in the channel. Itis more or less
analogous to the quantizing noise in PCM.

29. THE CALCULATION OF RATES

The definition of the rate is similar in many respects to the definition of channel capacity. In the former

X,Y)
R= Mln/ P(x,y)lo dxd
My /| POy 19 iy 4X Y

with P(x) andvy :/ P(x,y)p(x,y) dxdyfixed. In the latter

C= Max/ nylog ())dxdy

with P(y) fixed and possibly one or more other constraints (e.g., an average power limitation) of the form

K= [IP(xy)A(xy)dxdy.
A partial solution of the general maximizing problem for determining the rate of a source can be given.
Using Lagrange’s method we consider

//[ (x,y)log () ())+uP(x Y)p(y) + r()P.Y) | dxdy
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The variational equation (when we take the first variatiofP@qy)) leads to
Ry(x) = B(x)e™ 7Y

where) is determined to give the required fidelity aBk) is chosen to satisfy
/ B(x)e Y dx = 1.

This shows that, with best encoding, the conditional probability of a certain cause for various received
y, By(x) will decline exponentially with the distance functipfx,y) between thex andy in question.

In the special case where the distance funcioy) depends only on the (vector) difference betwren
andy,

p(X.y) = p(x—Y)
we have
/ B(x)e %Y dx= 1.
HenceB(x) is constant, saw, and
Py(X) = ag P,

Unfortunately these formal solutions are difficult to evaluate in particular cases and seem to be of little value.
In fact, the actual calculation of rates has been carried out in only a few very simple cases.

If the distance functiop(x,y) is the mean square discrepancy betweandy and the message ensemble
is white noise, the rate can be determined. In that case we have

R=Min[H(x) — Hy(x)] = H(x) — MaxHy(x)

with N = (x—y)2. But the MaxHy(x) occurs whery — x is a white noise, and is equal log 2reN where
W, is the bandwidth of the message ensemble. Therefore

R=Wlog2reQ— W log2reN
=W Iog%
whereQ is the average message power. This proves the following:

Theorem 22:The rate for a white noise source of powgand band\V; relative to an R.M.S. measure
of fidelity is
Q

N
whereN is the allowed mean square error between original and recovered messages.

More generally with any message source we can obtain inequalities bounding the rate relative to a mean
square error criterion.

Theorem 23:The rate for any source of bald is bounded by

Ql Q
N _R_W1|09N

R:W1|Og

W, log

whereQ is the average power of the sour@g, its entropy power anil the allowed mean square error.

The lower bound follows from the fact that the Mdx(x) for a given(x—y)? = N occurs in the white
noise case. The upper bound results if we place points (used in the proof of Theorem 21) not in the best way
but at random in a sphere of radiyf — N.
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APPENDIX 5

Let S; be any measurable subset of thensemble, an&, the subset of thé ensemble which give§;
under the operatiom. Then
S=TS.
LetH* be the operator which shifts all functions in a set by the tim&hen
HS =HMS =TH'S
sinceT is invariant and therefore commutes witht. Hence ifm[S] is the probability measure of the st
mMHAS)) = MTH*S)] = mMH*S,)]
= M[S] = m[S]

where the second equality is by definition of measure inglspace, the third since thke ensemble is
stationary, and the last by definition @imeasure again.

To prove that the ergodic property is preserved under invariant operatior, et a subset of thg
ensemble which is invariant unddr, and letS, be the set of all function§ which transform intds;. Then

H'S =HMS =TH'S; =5
so thatH*$; is included inS; for all A. Now, since
mMH*S] = m[s]

this implies
HiS =S
for all A with m[S;] # 0,1. This contradiction shows th&t does not exist.

APPENDIX 6

The upper bound\3 < N; + Ny, is due to the fact that the maximum possible entropy for a pdwer N,
occurs when we have a white noise of this power. In this case the entropy pdwer is,.

To obtain the lower bound, suppose we have two distributions dimensionsp(x;) andq(x;) with
entropy powerdN; andN,. What form shouldp andq have to minimize the entropy powdl of their
convolutionr (x;):

r(x) = [ PR — i) dyi.
The entropyHs of r is given by

Hg = —/r(xi)logr(xi)dﬁ-

We wish to minimize this subject to the constraints
Hy = —/p(Xi) logp(x) dx

Hz =~ [ a(x)logq(x) dx.
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We consider then
U= —/[r(x) logr (x) + Ap(X) log p(x) + pq(x) logg(x)] dx

oy = —/[[1+Iogr(x)]6r(x)+>\[1+Iog P(X)]8P(X) + w1+ logg(x)]dq(x)] dx.

If p(x) is varied at a particular argument= s, the variation irr (x) is

or(x) =q(x —s)

and
U = —/q(xi —s)logr(x)dx — Alogp(s) =0
and similarly wherg is varied. Hence the conditions for a minimum are
/q % —s)logr(x)dx = —Alogp(s)
/p % —s)logr(x)dx = —plogq(s).

If we multiply the first byp(s) and the second by(s) and integrate with respect §owe obtain
Hz = —AH:
Hz = —puH2

or solving forA andu and replacing in the equations

Hl/q s)logr(x)dx = —Hslogp(s)

Hz/p X —s)logr(x)dx = —Hzlogq(s).

Now suppose(x;) andq(x;) are normal

N |Aij|n/2 1 Ny
p(X) = (2n)72 exp—3 > AjXiX;

Bij|V2 4
q(xi) = (22 P2 > Bijxix;.

Thenr(x;) will also be normal with quadratic for@;;. If the inverses of these forms aag, bij, cij then

Cij = ajj + bij.
We wish to show that these functions satisfy the minimizing conditions if and omly # Kbj; and thus
give the minimumnHz under the constraints. First we have

logr(x) = |09 |CIJ| 3 Gijxix;
/Q(Xi—s)logf(xi)d |09 |CIJ| 3> Cijssi—3 > Gibij.

This should equal
Hsz[n
o |2 |A41| 2> ASS)

, , H : H , o
which requires\j = H—1Cij. In this caseélj = H—lBij and both equations reduce to identities.
3 2
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APPENDIX 7

The following will indicate a more general and more rigorous approach to the central definitions of commu-
nication theory. Consider a probability measure space whose elements are orderechypairtie variables

X, y are to be identified as the possible transmitted and received signals of some long duratons call

the set of all points whosebelongs to a subs&; of x points the strip oves;, and similarly the set whose

y belong to$; the strip overS,. We dividex andy into a collection of non-overlapping measurable subsets

X; andY; approximate to the rate of transmissigiy

P(Xi,Yi)

= 1 3PS
where

P(X;) is the probability measure of the strip ovér
P(Y;) is the probability measure of the strip over
P(X,Y;) isthe probability measure of the intersection of the strips

A further subdivision can never decred®e For letX; be divided intoX; = X + X{' and let

P(Yl) = P(Xl) =b+c
P(X)) = P(X{,Y1) =d
P(X{)=c PX{, Y1) =e

P(X1,Y1) =d+e
Then in the sum we have replaced (for e Y1 intersection)

d+e
a(b+c)

It is easily shown that with the limitation we have by, d, e,

d e
(d+e)log by dIoga—b+eIog§:.

d+e d+e<dd—ee
b+c ~ pdce

and consequently the sum is increased. Thus the various possible subdivisions form a directed set, with
R monotonic increasing with refinement of the subdivision. We may d&ineambiguously as the least
upper bound foR; and write it

(%)
=7 /nylog ()dxdy

This integral, understood in the above sense, includes both the continuous and discrete cases and of course
many others which cannot be represented in either form. It is trivial in this formulation thainifiu are
in one-to-one correspondence, the rate froto y is equal to that fronx toy. If vis any function ofy (not
necessarily with an inverse) then the rate freo y is greater than or equal to that fraxrto v since, in
the calculation of the approximations, the subdivisionyg afe essentially a finer subdivision of those for
v. More generally ify andv are related not functionally but statistically, i.e., we have a probability measure
spacqgy, V), thenR(x,v) < R(x,y). This means that any operation applied to the received signal, even though
it involves statistical elements, does not increldse

Another notion which should be defined precisely in an abstract formulation of the theory is that of
“dimension rate,” that is the average number of dimensions required per second to specify a member of
an ensemble. In the band limited cas¥ Bumbers per second are sufficient. A general definition can be
framed as follows. Lef,(t) be an ensemble of functions and }et[f,(t), fz(t)] be a metric measuring
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the “distance” fromf, to fz over the timeT (for example the R.M.S. discrepancy over this interval.) Let
N(e,0,T) be the least number of elemerftavhich can be chosen such that all elements of the ensemble
apart from a set of measufeare within the distanceof at least one of those chosen. Thus we are covering
the space to withirm apart from a set of small measureWe define the dimension ratefor the ensemble
by the triple limit
. . . logN T
A= Lim Lim Lim 295\%% 1) (&0,T)
60 e»0T—w  Tloge
This is a generalization of the measure type definitions of dimension in topology, and agrees with the intu-
itive dimension rate for simple ensembles where the desired result is obvious.
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CargoBit is a product of Codex Grandeur LLC, designed for long term mass storage of
lossless digital data. More than simple data volume compression, CargoBit provides time
compression for customers that are time poor, and can gain performance advantages in terms of
centuries into the future. CargoBit compression ratio is 220 to 1 or 1,048,576 binary digits are
available from every single physical binary digit used.

In the compressed form, data is used with existing hardware, requiring no modification in
any way, shape, or form. There is an uncompressed overhead of hash, and meta data to support the
compressed file's. The data is NOT usable in compressed format. It will be 100 percent lossless
when CargoBit does regenerate the file's, returning their original bit pattern.

The CargoBit can secure the file to specific CargoBit unit's within the customer ownership,
or simply secure the file to all CargoBit unit's within the customer ownership. Simply re-run the file
through the CargoBit to change file security.

Any copies or intercept over internet transmission, or anywhere after compression, will not
provide access to the data, not only because it is a proprietary format, also because 1,048,575 bits
are missing for every 1 bit stolen. The compressed files can only be returned with CargoBit unit's,
that the customer authorizes. Many different CargoBit units can be on site, or anywhere else inside
of United States of America territories's.

CargoBit is compute intensive with very large volumes of the data being compressed,
overhead file preparation, and simple transfer of data-in with data-out of CargoBit before
compression, and after regeneration does require very expensive raw bit rates to the Data Center.

A $5.00 4.7GB M-Disc lasting up to 1,000 year's will store 410 LTO-8 tape cartridges of
12TeraByte raw data costing $41,000.00 and more. 15 minutes write-read verify compared to the
LTO-8 tape of 9 hours each totaling 3,690 hours or 153.75 days.

A single $100.00 LTO-8 tape cartridge of 12TeraByte raw data will store 12.582,912
ExaByte's with CargoBit coding, eliminating the need for 1,048,576 LTO-8 tape cartridges costing
$104.857,600.00 total. 9 hours write-read verify compared to 9,437,184 hours total or 393,276
days or 1,076.+ vears.
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CargoBit compared to Cloud Storage

A single $5.00 4.7GB M-Disc lasting up to 1,000 year's will store 410 LTO-8 tape
cartridges of 12TeraByte raw data costing $41,000.00 and more. Using Backblaze B2 Cloud
Storage web page as a comparison reference, 1,000 year's 4.7GB M-Disc $5.00 CargoBit,
compared to every 10 year's Cloud Storage cost of $3.406.802.70 B2 Cloud Storage,
$12.284.649.72 Microsoft Azure, $13,684.810.80 Google Cloud, and $14,320,091.34 Amazon S3.

Estimate Storage Pricing For Server/ NAS Backup

Using Backblaze B2 Cloud Storage, you will be getting super inexpensive storage that is reliable and instantly accesible.

Initial Upload: 4,928,307 GB
Storage Cost for Initial $24,641.54
Month:
Monthly Upload: 12,000 GB Data Added Each Month: $60.00
Data Deleted Each Month: - 50.03
Monthly Delete: S | GB Net Data: $59.98
Monthly Download: 12,000 CB
Monthly Download Cost: $120.00
) : Total Cost for 120 Months $3,406,802.70
Period of Time: 120 Months

Amazon 53 Microsoft Azure

$14,320,091.34 $12,284,649.72
~420% +360%

Google Cloud

$13,684,810.80
+401%
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CargoBit used in Hospital and Health Clinic

The affordable smart memory card with 1 Megabyte of erasable memory is not enough
storage for extremely high detailed medical images, and numerous CAT, MRI, NMR, and X-Ray
necessary for emergency rooms, field hospitals, medical clinics all over the planet. A detailed trace
history with doctor interview video's, detailed allergic history, blood work test, eliminating the
need of the doctor to recreate known past data, when time is of the essence.

While field hospital clinic's will not be able to afford, or even support CargoBit systems,
they can afford a simple 1 Megabyte memory card reader, and satellite communications for a link to
a Medical CargoBit system somewhere else on planet earth. The patient's 1 Megabyte of memory is
sent over the satellite to be regenerated by the remote CargoBit system multiplying the 1 Megabyte
of data into 1.048,576 TeraByte's of detailed images, graphs, video's, and medical charts. The entire
1.048,576 TeraByte's can be sent back over satellite, or intelligent remote human selection of
graphics displayed by the doctor will speed up critical information delivery.

The patient's smart memory card can then be updated remotely via satellite link, and the
remote CargoBit will regenerate a new 1 Megabyte image to update the smart card. Hospital's in the
USA can use a similar approach with fiber optical lines, or high speed internet to replace the
satellite communication.

Long term Hospital patient record storage can also be reduced, as seen in the Cloud Storage
cost jumping into the millions of dollars every 10 year's.

ATMEL AT24C1024 WHITE PVC CARD
Atmel AT24C1024 White PVC Card

SKU: C-A090-PEX

Brand: Atmel

Type: Contact

Material: PVC

Memory Size: | MB

For a price please call 1-800-810-4959
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HPE

CargoBit is custom configured for each, and every customer site. HPE hardware, and
software is used for the Data Center overhead support system. Beginning with the HPE ProLiant
DL325 Genl0 Plus Server with AMD EPYC cores, a both physically small, and economically
small configuration that is directly compatible with all CargoBit, and FTLDCI systems is possible.
Custom hardware is installed inside of the Rack cabinet for the Hatch Secure Processor. The
cabinet is considered one station unit, and is physically bounded in 3D location by the sanctioned
Hatch Secure Processor, plus or minus a few hundred feet.

The HPE ProLiant D385 Genl0 Plus Server is used, with two EPYC 64 cores, 8.0 TB
RDIMM, communication boards selected to be compatible with existing Data Center data links,
SSD drive array, M-DISC drive array as required, MSL3040 Tape Library with 3 Fibre Channel
LTO-8 Tape Drives, 8K status monitor, local UPS, and 42U Rack. Custom hardware is installed
inside of the Rack cabinet for the Hatch Secure Processor. The cabinet is considered one station
unit, and is physically bounded in 3D location by the sanctioned Hatch Secure Processor, plus or
minus a few hundred feet.

Multiple optional HPE Apollo 2000 Gen10 Plus Systems are configured, and added when
needed for near real-time performance, Data Center interfacing, large scale SSD drive array's with
CargoBit 220 compression, RAM Disk array's are CargoBit 220 compressed that reduce write
wear on SSD drive's, with custom customer requirement's. Custom hardware is installed inside of
the Rack cabinets for the Hatch Secure Processor. The cabinets are considered one station unit, and
are physically bounded in 3D location by the sanctioned Hatch Secure Processor, plus or minus a
few hundred feet.

Most hardware / software configurations can function as a CargoBit, or FTLDCI depending
on specific hardware, and specific site licensing requirements. Performance is directly linked to
RAM, Disk, I/O throughput, and AMD EPYC core availability.

Hatch Secure Processor

The Hatch Secure Processor, called so because it is similar to a submarine hatch that is
secured for water tight integrity, the Hatch Secure Processor can not be reverse engineered after site
secured first initiation run.

The Hatch Secure Processor is where the compression system resides, and physically
secure's the computer to United States of America territory only. The Hatch Secure Processor is
currently located inside all of the CargoBit racks used. Also the electrical cabinet racks provide a
hardened location system that does not allow movement of any kind after installation, plus or minus
a considerable amount, to allow for natural events. The offset can be reset after a possible natural
event. If the black boxes are stolen, or tampered with in any way, shape, or form, the programs will
cease to exist. The existing HPE hardware is not modified in any way other than programming.
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Motion sensors are included with an alarm providing plenty of warning to the customer,
and trigger sensitivity can be adjusted for normal access, maintenance, and different environments,
including mobile. The motion sensors will only allow a specified distance from original position.

A non-published dynamic changing instruction set, combined with a non-published
dynamic changing computer architecture makes it possible to mass produce the trade secret that is
CargoBit. The physical hardware is available for reverse engineering, however the number of bits
per word, and bit position is always changing from 8 to 800+, with scheduled sequence instruction
disorder. Always changing, and never pattern sensitive to applied data, the Hatch Secure Processor
is also designed to be evasive.

CargoBit is only installed in the United States of America territories. United States of
America customer's only. Compressed files can always be sent anywhere, however they can only be
regenerated with the use of a CargoBit physically located in the United States of America
territories.

FTLDCI
www.ftldci.com
Faster Than Light Data Center Interconnect

FTLDCl is a Codex Grandeur LLC product based on the same architecture as the CargoBit.
Where CargoBit concentrates on High Performance Computing mass storage, and retrieval, the
FTLDCI concentrates on Data Communications, specifically for the Data Center Interconnect both
internal communications, and Data Center to Data Center.

400Gb Ethernet long haul, and 800Gb Ethernet < long haul, are the practical affordable
limits of Fiber Optics data communications at this time. Both 400Gb Ethernet, and 800Gb Ethernet
are very expensive, with submarine cables possibly slower, and more expensive. Many submarine
cables are going dark, because of decades of usage. FTLDCI will enable the surviving Fiber Optic
links to exceed full original cable capacity many, many times over in most cases, with no change in
cable. Only that FTLDCI units are installed at both ends.

A single 1Gb Ethernet Fiber Optic link available to most people in large cities now, can
carry over 1,310 800Gb Ethernet Fiber Optic data when FTLDCI units are installed at both ends.
The same is true inside of a Data Center, allowing one single 1Gb Ethernet Fiber Optic link to
carry 1,310 800Gb Ethernet Fiber Optic data when FTLDCI units are installed at both ends.

Please see the FTLDCI pdf at www.ftldci.com.
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M®DI

THE NEW STANDARD IN DIGITAL STORAGE

THE WORLD'S FIRST DISC TO LAST UP TO

1000 YEARS

in partnership with

Hitachi-LG Data Storage

ENGRAVE UP TO .. : . .ENGRAVE up o ENGRAVE UP TO
8,000 @& 240MINS. § 100,000
P HOTOS ‘W VIDEO FOOTAGE DOCUMENTS

Photos -

M<DISC™ The New Standard In Digital Storage For..
Records -

« Digital «

Documents
« Business

Archival «
Video « Personal

Memorié .
Legal « Financial « Music
P
M-DISC™ GOLD DVD

' ENGRAVE WITH LG DRIVES o ‘)

Yes

Readable on Current DVD Drives
Yes

4.7 GB of Storage
Permanent Storage

Data Carved in Stone
Endures Exposure to Heat, Humidity & Light

Eliminates Data Recording in Unstable Dye

Eliminates Unnecessary Gold Layer

For m.-u-c-z‘;;f.drn;i}rm# us online | Magei ‘IIIIIII“I“‘
. C iepubiic
2 * SAC3IS43 550

www.m-disc.com
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6=410X

4.7 GB M-Disc $5.00 with 410 LTO-8, 12TB RAW tape cartridges $100.00 each.
CargoBit coding is 4.9263072 PetaByte. $41.000.00 total.

10-15 minutes write-read verify. 9 hours write each = 3,690 hours total or 153.75 days.

V] Verbatlm
M 1008
BDXL \_/ |
= |

100 GB M-Disc $15.00 with 8,738 LTO-8, 12TB RAW tape cartridges $100.00 each.
CargoBit coding is 104.8576 PetaByte. $873,800.00 total.
192 minutes write-read verify. 9 hours write each = 78,642 hours total or 3,276.75 days.

=1,048,576.%

Single LTO-8, 12TB RAW $100.00 with 1,048,576 LTO-8 tape cartridges $100.00 each.
CargoBit coding is 12.582,912 ExaByte. $104.857.600.00 total.
9 hours write-read verify. 9,437,184 hours total or 393,276 days or 1,076.+ years.
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10" |

F'refix.S]rmbnl 1000™ . Decimal Short scale- Long ECEI|E.5iI'ICE
yotta | Y 10008 |102* 1000 000 000 000 000 000 000 000 Septilion | Quadrillion | 1991
zetta | Z 10007 102" | 1000000000000 000 000 000 Sextilion | Trillard | 1991
exa E [10008 |10'8 | 1000 000 000 000 000 000 Quintillion | Trillon 1975
peta P |10005 [1075 | 1000 000 000 000 000 Quadrilion |Biliard 1975
tera T [10004 102 | 1000 000 000 000 Trilion | Billion 1960
'giga G 10003 109 | 1000 000 000 Billion \Milliard 1960
‘mega | M 10002 |10f 1000 000 Million 1960
kile | k |1000" [103 1000/ Thousand 1795
hecto | h 100023 102 100/ Hundred 1795
deca | da |1000"3 |10 10| Ten 1795
1000° [100 | 1 One =
deci | d 10007"3[10- |01 Tenth 1795
‘centi | ¢ 10007231072 |p.01 Hundredth 1795
milli | m 1000 [10-2 |0.001 Thousandth 1795
‘mico | p 10002 |10~ |0.000 001 Millionth 1960
nano | n 10002 10°° |0.000 000 001 Billonth | Milliardth | 1960
| pico o 1000~ |10-'Z 0.000 000 000 001 Trillionth  |Billionth | 1960
femto | f 100075 10-'5|0.000 000 000 000 001 ‘Quadrillionth Billiardth | 1964
atto a |1000°5 |10-'% 0.000 000 00O 000 00O 001 Quintillionth Trillionth | 1964
zepto | z 10007 10-2'|0.000 000 000 000000000001  Sextilionth |Trillardth 1991
yocto |y 100078 1072 0.000 000 000 000 D00 000 000 001 Septillionth |Quadrillionth 1991
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Codex Grandeur LLC
James Lee McDaniel
Actual

www.codexgrandeur.com
mcdaniel@codexgrandeur.com

www.cargobit.com
mcdaniel @cargobit.com

www.ftldci.com
mcdaniel @ftldci.com
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